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MHOJIOKEHME O 3AIIUTE
NEPCOHAJIBHBIX JAHHBIX

O6mectBo ¢ OrpaHUYCHHOM
OtBerctBeHHOCTBIO «JIEO ®apMmaceroTuKal
[IponakTcy

OBIIME ITOJIOKEHUSA

[lonoxenne 0  3amuUTe MEPCOHAIBHBIX
JaHHBIX 001IecTBa c OTpaHUYEHHOMN
OTBETCTBEHHOCTHhIO «JIEOQ dapmacproTHKamn
[Ipomakrey (manee  — Onepatop  umu
OO0mmecTBO pa3paboTaHO B COOTBETCTBUHM C
®denepanbHbBIM 3aKOHOM oT
27.07.2006 Ne 152-®3 u HWHBIMH
HOPMATUBHO-TIPABOBBIMH aKTaMHU B O0JIACTH
3aIUTHI MEePCOHABLHBIX JTAHHBIX,
JIeHCTBYIONMMHU Ha Tepputopun Poccun.

Ileas wmacrosmero IlomoxxeHus
MEPCOHATBHBIX TaHHBIX
NepcOHANbHBIX  AaHHBIX  OOmecTBa  OT
HECAaHKLIMOHUPOBAHHOTO JocTyna u
pasrianenys, IpeJOoTBpaIllEeHUE U BBISIBICHHE
HapyIIeHUH 3aKOHO/JATENbCTBA PO,
YCTpaHEHHE MOCIEACTBUN TAKUX HAPYIICHUH.

CyOBEKTOB

Hactosimiee IlonoxxeHue U U3BMEHEHUS K HEMY
yTBEpKAAOTCS pykoBoautenem OOriecTsa.
Bce paboTHUKH JTOKHBI OBITH O3HAKOMIICHBI
MoJl TOANMHCH C AaHHBIM llonmokeHmem u
M3MEHEHUSIMH K HEMY .

Approved by the order of the General Director
of LEO Pharmaceutical Products LLC No 3P-
22 of the 9" of December 2022

Signed

Igor V. Galaburda
General Director

Version 1.0

Date 09.12.2022

POLICY ON PERSONAL DATA
PROTECTION

“LEO Pharmaceutical Products”
Limited Liability Company

1. GENERAL PROVISIONS
1.1.The Policy on Personal Data Protection of
LEO Pharmaceutical Products Limited
Liability Company (hereinafter referred to as
the “Operator” or “Company”) has been
developed in accordance with Federal Law
No. 152-FZ dated July 27, 2006 and other
effective Russian regulatory legal acts on
personal data protection.

—3ammra 1.2. This Policy aims at protection of personal data

of the Company’s personal data subjects from
unauthorized  access and  disclosure,
prevention and identification of violations of
the Russian Federation legislation, and
elimination of consequences of such
violations.

1.3. This Policy and amendments thereto shall be
approved by the Head of the Company. All
employees must review and sign this Policy
and amendments thereto.



1.4. B mnacrosimem Ilomoxkenunm wucmonb3dyiorcss 1.4.The following basic terms are used in this

CJIETyIOIME OCHOBHBIE MOHATHS: Policy:

cyOBeKT NEePCOHAJIBHBIX  JAHHBIX  — personal data subject is a natural person
(dusznueckoe MO (CYOBEKT IMEPCOHAIBHBIX (personal data subject) whose data is
JlaHHBIX), JaHHBIE KOoTOoporo mepenatorcs OO0 transferred to LEO Pharmaceutical Products
«JIEO ®dapmacerotukan [Ipomgakte» LLC;

nepcoHaIbHbIE JaHHbIE - mo0as personal data is any information related
uHbOpMAIUs, OTHOCAIIAsICS K IMPSIMO WU directly or indirectly to an identified or
KOCBEHHO ONpeeICHHOMY W1 identifiable natural person (personal data
ompenensseMoMy puznyeckomy JHIy (CyOBEeKTy subject);

MIEPCOHAIBHBIX TAHHBIX )

Omneparop - IOpUIHYECKOE JIUIIO, operator is a legal entity that organizes and
CaMOCTOSITENTBHO WM COBMECTHO C APYTUMHU (or) performs personal data processing
JIUIIAMHU OpraHHU3YIOLIHE u (nn) independently or jointly with others, as well
OCYIIECTBIIONMUE 00paboTKy TEPCOHATLHBIX as defines objectives of personal data
JaHHBIX, a TaKKe OINpeleNsIomne Leln processing, scope of personal data processing,
00pabOTKM TMEepPCOHANBHBIX JAaHHBIX, COCTaB actions (procedures) performed with personal
MEPCOHATBHBIX JAHHBIX, MOIIEKAIIINX data. Under this Policy, LEO Pharmaceutical
o0paboTke, JeficTBuA (onepanun), Products LLC is the operator;

COBepIIIaeMbIe C MEPCOHAILHBIMH JaHHBIMU. B
pamkax jgaHHoro [loynokeHus, orepaTopomM
spiusercss 000 «JIEO  ®apmackroTukan

IIponakrc»

00padoTKa MepPCOHATBHBIX JAHHBIX — JTF000E personal data processing is any action
nerictBue  (omepamus) WM COBOKYIHOCTH (procedure) or complex of actions
neiictBuil  (omepaumii), COBEpIIAEMBIX C (procedures) performed with or without the
WCTIOJIB30BaHUEM CPEJCTB aBTOMATHU3AIUN KU use of automatic means on personal data,
0e3  WCIONB30BAaHHWS  TaKMX  CPEICTB  C including collection, recording, classification,
MEPCOHANILHBIMHA  JaHHBIMH, BKIIO4Yas cOop, accumulation, storage, keeping current
3aINCh, CHCTEMAaTH3AIHIO, HaKOILICHHUE, (updating, amendment), extraction, use,
XpaHCHHE, YTOYHCHHUE (oOHOBICHME, transfer (distribution, submission, access),
W3MEHEHHE), M3BJICUCHHE, HCIIOIb30BAHNE, depersonalization, blockage, deletion,
nepenavy (pacrpocTpaHeHUe, Pe0CTaBICHHIE, destroyal of personal data;

JIOCTYI),  OOe3MWYMBaHUE, OJOKHPOBAHHE,

ylaJleHue,  YHUYTOXKECHHE  IEePCOHAIBHBIX

JIAHHBIX;

corjacue Ha 00padOTKy NepPCOHAIBHBIX consent to the personal data processing is a
JaHHBIX —  KOHKDPETHBIE,  TIPEIMETHOE, specific, substantive, informed, conscious and
MHQOPMUPOBAHHOE, CO3HATENbHOE u unambiguous decision of the personal data
OJIHO3HAYHOE perienue cyObeKTa subject to provide their personal data for
MIEPCOHANLHBIX JAHHBIX O MPEAOCTABICHUN €0 processing to the personal data operator;

MEPCOHANBHBIX ~ JaHHBIX  UIT  00paboTKH
orepaTopy NepCOHATBHBIX JTaHHBIX;

aBTOMATH3HPOBAaHHAas o0padoTka automatic personal data processing is
2



NMEPCOHANBHBIX  JAaHHBIX —  00paboTKa
MEPCOHANLHBIX JaHHBIX C IMOMOIIBIO CPEICTB
BEIYMCITUTEIHHON TEXHUKH;

NMpeaoCcTaB/IeHNe NMEePCOHAJbHBIX AAHHBIX —
JNEHCTBUsI, HamNpaBJIeHHbIE Ha  PacKpPBITHE
MEPCOHANBHBIX JAHHBIX OINPEACICHHOMY JIUILY
WJIH OTIpEACTICHHOMY KPYTY JIHII;

0JIOKMpOBaHHE TEPCOHAIBHBIX JIAHHBIX —
BpPEMECHHOE MpeKparieHue 00paboTku
MEPCOHANLHBIX JAHHBIX (32 HUCKJIFYCHUEM
claydaeB, ecinu o00paboTka HeoOxommma s
YTOYHEHHUS TIEPCOHAITLHBIX JTAHHBIX);

YHUUYTOKEHHE TMEPCOHATBHBIX [aHHBIX —
JIEeHCTBUS, B PE3yJIbTaTe KOTOPBIX CTAHOBHUTCS
HEBO3MOKHBIM ~ BOCCTaHOBUTb  COJCpIKAHUE
NEPCOHANBHBIX JaHHBIX B HWH()OPMAIIMOHHOM
CHCTEME MEepPCOHAIBHBIX JaHHBIX M (WJH) B

pe3ynbraTe KOTOPBIX YHUYTOXKAIOTCS
MaTepualbHbIE  HOCUTEIH  MEPCOHAIBHBIX
JTAHHBIX;

00e3IMYMBAHME TEPCOHATBHBIX TaHHBIX —
JEHCTBUSI, B PE3yJbTaTe KOTOPBIX CTAHOBUTCS

HEBO3MOKHBIM 0e3 HCITOJIb30BaHUSI
JIOTIOJIHUTENIPHON ~ MH(OPMALIMKA  ONPEIACIIUTh
MPUHAICKHOCTh  MEPCOHANBHBIX  JAHHBIX
KOHKPETHOMY CyOBEKTY MEPCOHATBHBIX
IaHHBIX;

uHGOpPMAIMOHHAS CHCTEMa MEPCOHATBHBIX
JaHHBIX — COBOKYIHOCTh COJACPXKAIIUXCS B
0a3ax JaHHBIX TICPCOHAIBHBIX JIAHHBIX U
00ecIIeuYnBaOIINX ux 00paboTKy
UHQOPMAITMOHHBIX TEXHOJIOTHH M TEXHUIECKUX
CpPEICTB.

2. CIHOCOBbI 3AIIUTHI
HEPCOHAJIBHBIX TAHHBIX

2.1 OnepaTop MNEPCOHAJIBHBIX JAHHBIX IJIA 3alIUTBL

MEPCOHATBHBIX JTAaHHBIX BHEJIpSICT
COOTBETCTBYIOIINE TEXHUYECKHUE u
OpraHM3allMOHHBbIE MEphl s  OOecreueHUs
HQNISKANETO  YPOBHS  3QIUTHI  JIAHHBIX.
Jannoe TpeboBanme B HawOONBIICH Mepe
OTHOCHUTCS K KOMIIBIOTEPHOMY 00O0pYI0BaHHIO
(cepBepam u paboO4YMM CTaHIUSAM), CETSIM U
KaHajam KOMMYHUKAIIUH, a TaKKe

2.1.

processing of personal data withe the use of
computer equipment;

personal data submission means actions
aimed at the disclosure of personal data to a
certain person or a definite group of people;

personal data blockage is suspension of
personal data processing (excluding cases
where this processing is required to keep
personal data current);

personal data destroyal means actions that
result in impossibility to recover the content
of personal data in the personal data
information system and (or) lead to
destruction of personal data tangible media;

personal data depersonalization means
actions that result in impossibility to identify
personal data belonging to a certain personal
data subject without additional information;

personal data information system is a set of
personal data contained in databases and
ensuring its information technologies and
technical tools processing.

2. METHODS OF PERSONAL DATA
PROTECTION

To protect personal data, the personal data
operator should implement appropriate
technical and organizational measures to
ensure an appropriate level of data protection.
This requirement applies most to computer
hardware (servers and workstations), networks
and communication channels, as well as to
applications; measures should be implemented
as an element of the information security

3



2.2.

2.3.

2.4.

2.5.

2.6.

IIPUIIOKCHUAM, MEPBI JOJKHBI OBITH BHCIPCHbI
B Ka4yCCTBC JJICMCHTA CHUCTCMBbI YIIPABJICHUA

UHQOPMAITIOHHOM 0€30IacHOCTHIO.
OO0s3aTenbHBIE  MEpBI,  BHEApSCMBIEC IS
NpeI0TBPAIICHUS HEaBTOPU30BAHHON

00pabOTKH TMEPCOHANBHBIX JAHHBIX, MMOMHMO
MPOYETO BKIFOYAIOT B ce0sl Cpe/ICTBa KOHTPOJIS:

- (wusmyeckoro  mocryma K CHCTEMaM
00pabOTKH TaHHBIX;

- JIOTMYECKOTO  JIOCTyma K  CHCTEMaM
00paboOTKM TaHHEIX;

- BBOAAa /JaHHBIX B CHCTEMBI 00pabOTKH

JaHHBIX.

OmepaTopoM pa3paboTaHBl JIOKAJIBHBIC AaKTHI,
mo  BompocaM  00pabOTKM W 3aIlUTHI
MEPCOHATLHBIX JIAHHBIX.

Jluma, HEMOCPENCTBEHHO OCYIIECTRIISFOIINC
00paboTKy TIEPCOHATBHBIX JTAaHHBIX,
03HAKOMJICHBI c TIOJIOKEHUSIMH

3akoHoAarenbcTBa Poccuiickoit ®dexepanun o
HNEPCOHAIBHBIX JAHHBIX, B TOM YHCIE C
TpeOOBaHMSMU MO 3alIUTEe IEPCOHAIBHBIX
JAHHBIX, JOKYMEHTAMH,  OINpPEIENSIIOINUMHI
MOJINTUKY B OTHOLIEHUU 00paboTku
MEPCOHANIBHBIX JAaHHBIX, JIOKAIBHBIMH aKTaMHU
no BompocaM OOpabOTKM  NEePCOHAIBHBIX
JAHHBIX.

Ha caiite O6mecTBa omyOIMKOBaHa TOJUTHKA
B OTHONICHMH OOpabOTKM TEPCOHAIBHBIX
JTAHHBIX.

B OOmecTBe Ha3Ha4YeH OTBETCTBEHHBIM 3a
OpraHu3anuio  00pabOTKM  TEPCOHAIBHBIX
JAHHBIX M OrPaHUYCH U PErjJaMeHTUPOBaH
COCTaB pabOTHHKOB, (hyHKIIMOHATTEHBIC
00513aHHOCTH KOTOPBIX TpeOyIoT
KOH(UICHIIMATBHBIX 3HAHUM.

B OOmectBe mNpHCBOCHBI MNEPCOHAIBHBIE
mapond Ui Kaxzaoro pabodero  mecra
(KOHKpeTHOTO pabOTHWKA) W PalHOHANBHO
pasMmenieHsl padoune Mecta pabOTHHKOB, IPU
TTAHHOM pa3MeneHUH HCKITIOYACTCs
OECKOHTPOJIBHOE HCIIOIH30BAHUE 3ALIUIIAEMOM
UHPOPMALUH.

2.2.

2.3.

24.

2.5.

2.6.

management system. Mandatory measures
implemented to  prevent unauthorized
processing of personal data, include, but are
not limited to, the following controls:

- physical to data

systems;

access processing

logical access to data processing systems;

data entry into data processing systems.

The operator has developed local regulations
on processing and protection of personal data.

Individuals directly engaged in the processing
of personal data are familiar with the
provisions of the Russian Federation
legislation on personal data, including
requirements for personal data protection,
documents establishing policies for personal
data processing, local regulations on personal
data processing.

The Company has published a policy on
personal data processing on its website.

The company has appointed a person
responsible for arrangement of personal data
processing, and has limited and regulated the
number of employees whose functional duties
require confidential information.

The company has assigned personal
passwords for each workplace (specific
employee) and efficiently placed employees’
workplaces, thus excluding uncontrolled use
of protected information.



2.7.B OOmiectBe B HaIWYud HEOOXOIUMBIE
YCIIOBUSL B TOMEIICHWU i paboThl €
KOH(UICHIIMATBHBIMHU JTOKYMEHTaMU U 0a3zaMu
JIAHHBIX.

2.8.B ObmecTBe oOecreuynBaeTCsl yIeT MAaITHHHBIX
HOCHTEJICH NIEPCOHATLHBIX TAHHBIX.

2.9.B OO01iecTBe oOecrieunBaeTCs BOCCTAHOBIIEHHE
MEPCOHAJIBHBIX JaHHBIX, MOAU(DHUIIMPOBAHHBIX
WA YHUYTOXEHHBIX BCJICACTBHC
HECaHKIIMOHUPOBAHHOT'O JIOCTYyIla K MpaBuia
JIOCTYyTIa K MIePCOHATBLHBIM JIaHHBIM,
WHPOPMAIMOHHOW  CHCTEME  TEPCOHAIBHBIX
JIAHHBIX, & TaKXKe 00eCIIeYNBACTCS PETUCTPAITUS
U y4eT BCEX JCHCTBUM, COBEPIIAEMBIX C
MEPCOHAJILHBIMH JAHHBIMHU B HH()OPMAIIMOHHOK
CHUCTEME MEPCOHATBHBIX JTAHHBIX.

2.10. B OOmecTBe HUCKIOUYEHA BO3MOXKHOCTH
HEKOHTPOJUPYEMOrO0  MPOHUKHOBCHMS  HJIH
npeObIBaHUS TOCTOPOHHUX JIUI] B ITOMEIICHUS,
riae Bemercs paboTra C  TEPCOHATBHBIMU
JTAHHBIMH.

2.11. B Oo0mectBe obecmedeHa COXpPaHHOCTD
HOCHTENCH MEePCOHANBHBIX JIAHHBIX U CPEICTB

3aIIUTHl HHPOPMALIHH.

2.12. B OOmiecTBe TPUMEHSIOTCS MPOTPAMMHO-

TEXHHYECKUE  CPEICTBA,  MpPOINEAIINE B
YCTaHOBJICHHOM TMOPSIIKE MPOLEAYPY OLCHKA
COOTBETCTBHS.

2.13. Jlunma, OCYILECTBIISIONINE 00paboTKy
NepCOHANBHBIX JaHHBIX B OOmecTtBe 06e3
UCIIONB30BAaHUS ~ CPEACTB  aBTOMATH3alluH,
npouHpopMupoBaHsl 00 OCOOEHHOCTIX U

MpaBWJIaX OCYIIECTBICHHUS TaKOH 00paboTKH,
nmokymMeHTamu OOIecTBa yCTaHOBJICHBI MeCTa
XpaHCHHUA TEPCOHAJBHBIX JAHHBIX W NEPCUYCHb
JIUII, OCYIIECTBIISOIIIX 00paboTKy
MEPCOHATLHBIX JIAHHBIX.

2.14. OtBeTsl Ha TUCHMEHHBIE 3alPOCHI JIPYTHX
OpraHM3alMii W YYPSKICHUH B Tpelnenax ux

KOMIIETCHLIUU u MPEeIOCTABICHHBIX
MTOJTHOMOYHH TAal0TCsI B TUCEMEHHOH (hopMme U B
TOM oOBeMe, KOTOPBIi  TO3BOJSET  HE

pasrianaTtb M3JIUIITHUE 00BeM MEPCOHAJIIbHBIX

2.7.The company has necessary conditions in
place on the premises for working with
confidential documents and databases.

2.8.The company ensures accounting of machine-
readable media for personal data.

2.9.The company ensures recovery of personal
data modified or destroyed as a result of
unauthorized access to personal data, the
personal data information system, and also
guarantees registration and accounting of all
actions performed with personal data in the
personal data information system.

2.10. The company excludes a possibility of
unauthorized access or presence of
unauthorized persons at the premises where
personal data is being processed.

2.11. The company ensures safety of media
with personal data and data protection tools.

2.12.  The company uses software and hardware
that have passed the established compliance
assessment procedure

2.13.  Individuals who process personal data at
the Company without the use of automatic
tools are informed about specifics and rules of
such processing; the Company’s documents
establish places of personal data storage and
the list of individuals involved in personal
data processing.

2.14.  Written requests from other organizations
and institutions within their competence and
powers should be responded to in writing and
to the extent allowing for non-disclosure of an
excessive amount of personal information of
personal data subjects.



CBeNICHNH CyOBEKTOB MTEPCOHATLHBIX JaHHBIX.

3. CPEJCTBA
BE3OIIACHOCTH

OBECIIEYEHUSA

3.1.Be10op cpeacTB 3amuThl MHGOpPMAIMU IS

CHCTEMBl 3alllUThl MEPCOHAIBHBIX JAHHBIX
OCYILIECTBIISIETCSI ONEPAaTOPOM B COOTBETCTBUU
C  HOPMaTHBHBIMM  IIPaBOBBIMM  aKTaMy,
MIPUHATHIMU ®denepanbHOR CITy KO0
0esonmacHoctu  Poccuiickoit  ®epepauuu  u
ODenepanbHOl CIyXO0H MO TEXHHYECKOMY H
SKCIIOPTHOMY KOHTPOJIO BO MCIOJTHEHHE YaCTH
4 crareu 19 @epepanpHOoro 3akoHa «O
MEPCOHABHBIX TAHHBIX).

3.2.be3onacHOCTh MEPCOHANBHBIX NaHHBIX TPH UX

00paboTke B HWHPOPMAITMOHHOW CHCTEME
00ecreYnBaeTCsl ¢ TOMOIIBI0 CUCTEMBI 3alTUTHI
MEPCOHANLHBIX ~ JIAHHBIX, HEHTpaIu3yromei
aKTyallbHBIE€  yTpPO3bl,  OIpENeJCHHbIE B
COOTBETCTBUM C 4YacTelo S5 cratbu 19
OenepanbHoro  3akoHa «O  TEPCOHAIBHBIX
TAHHBIX).

3.3.CucremMa 3amuTHl TEPCOHANBHBIX JTAHHBIX

BKIIIOYaeT B ce0s OpraHW3allMOHHbIC W (WIIN)
TEXHUYECKUE MEpPbI, OMNPEACICHHBIE C YYCTOM

aKTyaJbHBIX yrpo3 0e30macHOCTH
MIEPCOHANLHBIX JAaHHBIX W WH(GOPMAIMOHHBIX
TEXHOJIOTHH, HCIIOJIb3YEMbIX B

UHQOPMAITHOHHBIX CHCTEMAX.

3.4.1lox axkTyaJbHBIMH YIrpo3aMy O€30MacHOCTH

MEPCOHATBHBIX JTAHHBIX MIOHUMAETCS
COBOKYITHOCTh  YCIIOBH u (hakTopOB,
CO3/IAOIINX aKTyaJbHYIO OTIaCHOCTH
HECAaHKIIMOHUPOBAHHOTO, B  TOM  YHCIE
CIIy4aifHOTO, JOCTyla K  II€pCOHAJIbHBIM
JTAHHBIM npu 1504 00paboTke B
WHGOPMAIMOHHOW  CHCTEME,  Pe3yJbTaToM
KOTOpPOIO  MOTYT  CTaTb  YHHUYTOXKEHHUE,
W3MCHEHHE, OJIOKHpOBaHWE, KOMHPOBAHUE,
MpeI0CTaBICHUE, pacrpocTpaHeHHE
MEPCOHANBHBIX JIAHHBIX, a TaKXe UHbIC
HETpaBOMEPHbBIE JIEUCTBUSL.

Yrpo3er  1-ro  THMma  aKTya’ bHBI IS

HH(l)OpMaLIHOHHOf’I CUCTEMBI, €CJIIM OJId HEC B
TOM YHCJIC AaKTyaJIbHBI YI'PO3bl, CBA3AHHBIC C
HAJIMYUECM HEAOKYMCHTHPOBAHHBIX

3.1

3. CPEJCTBA
BE3OIIACHOCTH

OBECIIEYEHUSA

.Information protection tools for the personal

data protection system should be chosen by
the operator in accordance with regulations
adopted by the Federal Security Service of the
Russian Federation and the Federal Service
for Technical and Export Control pursuant to
Part 4 of Article 19 of the Federal Law “On
Personal Data”.

3.2.During processing in the information system,

personal data should be protected with the
help of the personal data protection system
neutralizing relevant threats identified in
accordance with Part 5 of Article 19 of the
Federal Law “On Personal Data”.

3.3.The personal data protection system should

include organizational and (or) technical
measures established with consideration to
relevant threats to the security of personal data
and information technologies used in
information systems.

3.4.Relevant threats to personal data security

mean a set of conditions and factors that
create an actual danger of unauthorized access
to personal data (including accidental access)
during its processing in the information
system, which may result in destroyal,
modification, blockage, copying, provision,
dissemination of personal data, as well as in
other illegal actions.

Threats of the Ist type are relevant for the
information system if, among other things,
threats related to the presence of
undocumented (undeclared) capabilities in the

6



3.5.

3.6.

(HEHCKIapUPOBAHHBIX ) BO3MOKHOCTEH B
CUCTEMHOM  TPOTPaMMHOM  OOECIICUYCHUH,
UCTIOJIB3yeMOM B MH(POPMAIIMOHHOHN CHCTEME.

Yrpo3sl 2-r0  THUOA  aKTyalbHBI  JUISA
UHGOPMAIMOHHOM CHUCTEMBI, €CIIM JJI1 Hee B
TOM YHUCJIE aKTyaJlbHbl YIpO3bl, CBSA3aHHBIC C

HAITU4YHEM HEJIOKYMEHTHPOBAHHBIX
(HEHeKIapUPOBAHHBIX ) BO3MOXKHOCTEH B
MPUKJIATHOM  TPOTPAMMHOM  OOCCIICUCHHH,

UCIIOJIB3YEMOM B HHPOPMAIMOHHOH CHUCTEME.

Yrpo3el  3-ro  THma  aKTyaJibHBI  JIs
MHQOPMAIIMOHHON CHCTEMBI, €CIH JJs Hee
aKTyallbHBI YTPO3bI, HE CBS3aHHBIC C HATHYUEM
HEJIOKyMCHTHPOBAHHBIX (HEICKIAPHUPOBAHHBIX)
BO3MOXXHOCTEH B CHUCTEMHOM W TPHKJIAIHOM
OpOrpaMMHOM 00€CHeUeHHH, UCTIONIb3YEMOM B
MHQOPMAIIMOHHOH CHUCTEME.

B kommanmmm ompemeneH 4if  ypOBEHB
3alIUIIEHHOCTH  TMEPCOHAJBbHBIX  JIAHHBIX.
HeobxonumocTts obOecrieueHust 4-ro  ypoBHS
3aIIUIIEHHOCTH MTEPCOHAIBHBIX JAHHBIX MPH UX
00paboTke B  HWHPOPMAITMOHHOW  CHCTEME
YCTaHABIIUBACTCS TIPU HAIMYUHM  XOTSI OBl
OJIHOTO M3 CIEAYIOMINX YCIOBUIA:

a) 1 nHGOPMAIMOHHON CHCTEMBbI aKTyaJIbHbI
yrpo3sl 3-ro THIA U UHPOPMAIIMOHHAS CHCTEMa
o0OpabaTeiBaeT 0O0IIETOCTYTHBIE TIEPCOHATBHBIC
JTaHHEIE;

0) st THPOPMAIIMOHHON CUCTEMBI aKTyalbHBI
yrpo3sl 3-ro THIa U WHPOPMAIIMOHHAS CHCTEMa
00pabaThIBacT WHBIC KATETOPHUH MTEPCOHATBHBIX
JAHHBIX COTPYIHUKOB OIEepaTopa WM WHBIE
KaTeTOPUH MEPCOHAIBHBIX JAHHBIX MCHEE YeM
100000 cyOBeKTOB MEPCOHAIBHBIX AaHHBIX, HE
SIBIISIFOIIUXCSL COTPYTHUKAMH OTIEpaTopa.

s obecnieueHns 4-ro ypoBHS 3alIUILEHHOCTH
NEPCOHANBHBIX JaHHBIX NMPH UX 00paboOTKe B
MH(OOPMAIIMOHHBIX ~ CHCTEMax  HE0O0XOIHMO
BBITIOJTHEHHE CIIETYIOIIUX TPeOOBaHU:

a)  opraHuzamus  pexuMmMa — oOecreueHUs
0e30MacHOCTH  IMOMELICHHH, B  KOTOPBIX
pasMelieHa nHGOpMaIOHHASL CUCTEMA,
MPETATCTBYIOIIETO BO3MOKHOCTH
HEKOHTPOJUPYEMOTO  NPOHUKHOBCHUS WU

3.5.

3.6.

system software used in the information
system are relevant for it.

Threats of the 2nd type are relevant for the
information system if, among other things,
threats related to the presence of
undocumented (undeclared) capabilities in the
application software used in the information
system are relevant for it.

Threats of the 3rd type are relevant for the
information system if threats not related to the
presence of undocumented (undeclared)
capabilities in the system and application
software used in the information system are
relevant for it.

The company has defined the 4th level of
protection of personal data. The need to
ensure the 4th level personal data protection
during processing in the information system is
established when at least one of the following
conditions is present:

a) threats of the 3rd type are relevant for the
information system, and the information
system processes publicly available personal
data;

b) threats of the 3rd type are relevant for the
information system, and the information
system processes other categories of personal
data of the operator’s employees, or other
categories of personal data for less than
100,000 personal data subjects who are not
employees of the operator.

To ensure the 4th level personal data
protection during processing in information
systems, the following requirements must be
met:

a) arrangement of security procedures on the
premises where the information system is
located, preventing a  possibility of
uncontrolled entry or presence of persons
without the access rights on this premises;



Hpe6BIBaHI/I§I B JOTHUX IIOMCHICHUAX JIMII, HC
HUMCIOIIUX IIpaBa JOCTYIIa B 3TH MOMCIICHUS,

0) obecnieyeHHE COXPaHHOCTH HOCHTEIEH
HIepPCOHAJIbHBIX JAHHBIX;

B) YTBEpXKICHHE PYKOBOAMTEIEM OIlepaTopa
JOKYMEHTa, OIpENeIIAIONIero IepeueHb JIHL,
JOCTYII KOTOPBIX K II€PCOHAIBHBIM JaHHBIM,
oOpabaTeIBacMBIM B UHGOPMAIHOHHOM
cucTeMe, HeoOXOIWUM MJsl BBIOJHEHUS HMH
CITy>KeOHBIX (TPYIOBBIX) 00S3aHHOCTENH;

r) UCIIOJIb30BaHHE CpercTB 3aIUTHI
UHGOPMAIUH, TTPOIICIIINX MPOIETYPY OICHKU
COOTBETCTBHSI TPEOOBAHUSIM 3aKOHOJATEILCTBA
Poccuiickoii Oenepanuu B obmactu
obecrieuenus Oe3omacHOCTH WH(pOpMAIUU, B
cllydae, KOrja NpPHMCHEHHE TaKUX CpPEICTB
HEOOXOJMMO JIsi HEHTpaNIU3alui aKTyallbHBIX

yTpos3.

3.7.KoHTpons 3a BBINOJHEHHEM TPeOOBaHUIA,

yKa3aHHbBIX B HACTOSIIEM pasnene,
opraHusyercsi u Inposogurcsi Pabotomatenem
CaMOCTOSTENFHO U (WIM) C TPUBICYCHHEM Ha
JOTOBOPHOH OCHOBE IOPUAMYECKHUX JIHIL U
MHIUBUYaJIbHBIX HpeaNpUHUMAaTENICH,
UMCIOIUX  JIUICH3UI0 Ha  OCYIIECTBICHUE
JESTEIbHOCTH 10  TEXHUYECKOW  3alIuTe
KOH(pUIeHINAIbHONH HH(OpMaUnU. YKa3aHHbIA
KOHTPOJIb MPOBOAMTCA HE pexke 1 pa3a B 3 roga

B CpPOKH,  OIpelensieMble  ONepaTopoM
(YNOTTHOMOYEHHBIM JIULIOM).
4. JOCTYII K IMEPCOHAJIBHBIM

JAHHBIM PABOTHHKA

4.1. BHyTpeHHHIA TOCTYIL.

HpaBo A0CTyna K TMCPCOHAJIBHBIM HOaHHBIM
HUMCIOT!

-  AIMUHUCTPAaTHBHBIA ACCHUCTECHT;

-  AIMUHUCTPATHBHBINA
MIPOJIAK;

aCCUCTCHT oTacia

-  AIMUHUCTPATHBHBINA CIICIINAJIUCT;

b) assurance of safety of media with personal
data;

¢) approval of the document establishing the
list of persons whose access to personal data
processed in the information system is
necessary for performance of their official
(job) duties by the operator’s head;

d) use of information protection tools that
have passed the procedure for assessment of
compliance with requirements of the
legislation of the Russian Federation on
information protection if use of such tools is
necessary to neutralize relevant threats.

3.7.The Employer should, independently and (or)

with involvement on a contractual basis of
legal entities and individual entrepreneurs
licensed to provide technical protection of
confidential information, supervise fulfillment
of the requirements specified in this section.
This control should take place at least once
every 3 years within periods established by
the operator (authorized person).

4. ACCESS TO THE EMPLOYEE’S
PERSONAL DATA

4.1.Internal access

The following persons have access to personal
data:

- Administrative Assistant;

Sales Administrative Assistant;

- Administrative specialist;



I'enepanbHbIN TUPEKTOD;

3aBeyroTIHit CKJIaJ0M OpraHu3aIuu
OITOBOM TOPrOBJIU JICKapCTBEHHBIMH
cpeacTBaMu JUIS MEIHUITMHCKOT'O
MIPUMEHEHUS;

Menemkep 1O TMOUCKY  ONTHMABHBIX
peuIeHui s NalueHTOB

Menemkep 1O ympaBieHHIO LHU(POBEIMHU
KaHaJlaMH U KOMILIAeHC;

Muaammii MEHEIKED o MIOUCKY
ONTUMAJIBHBIX PEUICHUH 7151 TallUeHTOB;

pabOTHHUKHU OYXTaJITCPUH - K TEM JTaHHBIM,
KOTOpble HEOOXOJUMBI JUIS BBIMONHEHHUS
KOHKPETHBIX ()yHKIIHIA;

PykoBogutenn CTPYKTYPHBIX
noJpaseneHuit 1o HaIpaBJICHUIO
JESTENbHOCTH (IOCTYIl K JIMYHBIM JIaHHBIM
TOJILKO PaOOTHUKOB CBOETO ITOAPA3/ACICHUS)

[0 COIVIACOBAaHMIO C  PYKOBOJUTEIEM
PaGoronarens;

caM HOCHUTENb IaHHBIX.

Crapuuit MEHEKEP 1o TIOUCKY

OIITUMAaJIBHBIX peIHCHI/Iﬁ JJI ITIAaITUCHTOB,

Crapmuii cnermuanuct 1Mo padore c
MIEPCOHAIIOM;

IIpU TEPEBOJIE U3 OJHOIO CTPYKTYpHOIrO
nojpasfeneHus B JApyroe JAOCTyHD K
HEPCOHAIBHBIM JaHHBIM PAaOOTHHKA MOXET
UMETh PYKOBOJIUTETH HOBOT'O
HOJpa3JeNeHuss IO  COIJACOBAaHHUIO  C
pykoBoaureneM PaGoronaress;

4.2 .BHemHui AOCTYII.

Pa6OTO,Z[aTeJ'IB BIIpaBeC OCYHICCTBJIATH

nepesady  MEepPCOHANBHBIX  JAaHHBIX  pa0OTHHUKA
TPEThUM JHUIAM, B TOM YHUCJIE B KOMMEPUYECKHX

TOJIBKO C €ro IpeaABAPUTCIILHOTO

- General Director;

- Warehouse Manager;

- Patient Solutions Manager;

- Digital Customer
Compliance manager;

Engagement and

- Junior Patient Solutions Manager;

- accounting staff: to data required to
perform specific functions;

- Managers of  structural  divisions
depending on the field of activity (access
to personal data of employees in their
division only) provided approval of the
Employer’s head,

- data subject.

- Senior Patient Solutions Manager;

- HR and Payroll specialist;

- in case of transfer from one structural
subdivision to another, the manager of the
new subdivision may have access to the
employee’s personal data provided
approval of the Employer’s head,

4.2 .External access

The employer may transfer the employee’s

personal data to third parties, including for
commercial purposes, only with their prior written
consent, except in cases when it is required to

9



MUCBMEHHOTO COTJIachsd, 3a MCKJIIOYEHHUEM CIIy4aeB,
KOTJIa 3TO HEOOXOJMMO B IEJSAX MPEAYIPEHKICHUS
YIpO3bl KU3HHU U 3JI0POBBI0 pa0OTHUKA, a TaKXKE B
JIPYTHX CIy4asX, IPEeAyCMOTPEHHBIX ACHCTBYIOIINM
3aKoHOJIaTenbcTBOM Poccuiickoit deneparuu.

ITepen mnepenayeid NEPCOHAIBHBIX JaHHBIX
cyobekToB, OOIIECTBO TOJKHO MPEIyNPEaAUTh
TpeThe JIMIO O TOM, YTO OHH MOTYT OBITh
UCIIOJIb30BaHbl TOJBKO B TeX HEJX, U KOTOPBIX
Obun cooOmensl. Ilpu »TOM y Tpersero mnuna
HEOOXOJIUMO TOJNYYUTh TOJITBEPXKIECHUE TOTO, YTO
Takoe TpeboBaHue OyneT UM COOII0ICHO.

He TpeOyercs cormacue pabOTHHKA Ha
nepeavdy mepcoHaIbHbBIX JIAHHBIX:

- TpeThUM JIMIAM B LEIX HpedylpexIeHUs
YTPO3bI )KHU3HU U 310POBBIO PA0OTHHKA;

- B commanbHbIN (GoHI cTpaxoBanus Poccuu B
o0beMe, TIPEeIyCMOTPEHHOM EHCTBYIONINM
3aKOHOJATEILCTBOM Poccuiickoit
Oenepatun~ (Hanpumep, A CAadd
otuetHocTH C3B-M, C3B-T/] u ap.);

- B HQJIOTOBBIC OPTaHBL;

- B BOCHHBIC KOMUCCApPHATHI;

- 1o 3ampocy NpodecCHOHABHBIX COI30B B
HeNsX ~ KOHTPONS 32  COOJIoJIeHHEM
TPYJOBOTO 3aKOHO/IaTEIhCTBA

PaGoronareinewm;

- TO0 MOTHBHPOBAaHHOMY 3allpoCy OpPraHOB

MIPOKYPATYPHI,

- 1mo MOTHBHUPOBAHHOMY TpeOOBaHUIO
[IPaBOOXPAHHUTEIBHBIX OPraHOB U OpPraHOB
0€e30I1aCHOCTH;

- 1o 3arpocy OT  TOCYJapCTBEHHBIX
WHCIIEKTOPOB TpPyAa NpPH OCYIIECTBICHUU
MU HaJ[30PHO-KOHTPOJIBHOH NI TEIbHOCTH;

- TIO 3ampocy cyna;
- B OpraHbl ¥ OpPraHu3aIuK, KOTOPbIC TOKHBI

OBITH YBCAOMIICHBI O TsXKEJIOM HECHACTHOM
cilydyac, B TOM YHUCIC CO CMCPTCIbHBIM

prevent threats to the life and health of the
employee, as well as in other cases established in
the current legislation of the Russian Federation.

Before transferring the subjects’ personal
data, the Company should notify the third party
that the data may be used only for the purposes for
which they were submitted. Furthermore, the third
party should confirm its compliance with this
requirement.

The employee’s consent is not required, if
the personal data are transferred:

- to third parties in order to prevent threats
to the life and health of the employee;

- to the Social Fund of the Russia in the
scope established by the current
legislation of the Russian Federation (i. e.,
when submitting the SZV-M, SZV-TD
reports, etc.);

- to tax authorities;
- to military commissariats;

- at a request of employee representation
bodies to monitor the Employer’s
compliance with the labor legislation;

- at a reasonable request of prosecution
authorities;

- at a reasonable request of law
enforcement and security agencies;

- at a request of state labor inspectors
during their performance of supervisory
and control activities;

- atacourt’s request;

- to agencies and organizations that must be
notified of a serious accident, including a
fatal one (in accordance with the Russian

10



HCXOJIOM (B COOTBETCTBUH c
3aKOHOJATEILCTBOM Poccuiickoii
Denepanyn);

B CIydYasx, CBSI3aHHBIX C HCIIOJIHCHHEM
pPabOTHUKOM JOJKHOCTHBIX 00S3aHHOCTEH
(cormacHO TPYIOBOMY 3aKOHOAATENbCTBY
PD).

4.2.1.00paboTKa TEepPCOHAIBHBIX MaHHBIX HHBIX

CY6’beKTOB MEPCOHAJIIBHBIX JaHHBIX
A0IMYyCKacCTCs B CICAYIOMIUX ClIydadx:

0bpaboTka TIePCOHAITLHBIX JTAHHBIX
OCYIIECTBISICTCS C corjiacus CyObeKkTa
MEPCOHANTLHBIX JTAHHBIX Ha 0OpabOTKy ero
MEPCOHANBHBIX JJAHHBIX;

0bpaboTka TIePCOHAITLHBIX JTAHHBIX
HeoOXOoaMMa IS JOCTIDKCHUS — LIEJCH,
MIPETy CMOTPEHHBIX 3aKOHOM, JUTS
OCYIIIECTBIICHHUS u BBITTOJTHEHHUS
BO3JI0KCHHBIX 3aKOHO/IaTEIbCTBOM

Poccmiickoit  ®epepanuun  Ha Omneparopa
(YHKIIUH, TOJTHOMOYHH U 0053aHHOCTEH;

0bpaboTka TIePCOHAITLHBIX JTAHHBIX
OCYIIECTBISICTCS B CBSI3U C YYaCTHEM JIMIIA B
KOHCTUTYITIOHHOM, TPaXJIaHCKOM,
aJIMAHUCTPATUBHOM, YTOJIOBHOM
CYJOIPOU3BOACTBE, CYIONPOMU3BOACTBE B
apOUTpaXHBIX Cy/Iax;

0bpaboTka TIePCOHAITLHBIX JTAHHBIX
HEOOXOJMMa JIJIsi HCIIONIHEHUS CyaeOHOTro
aKkta, aKTa  JIpyroro = OpraHa = Wiu

JIOJDKHOCTHOI'O JINILIA, MOJJISIKAIINX
HCIIOJTHEHMIO B COOTBETCTBUH c
3aKOHOJATEILCTBOM Poccuiickoit
Ddeneparyu 00 HCIIOJHUTEILHOM
MIPOU3BOJICTBE;

o0OpaboTka MEPCOHATBLHBIX AHHBIX

HE0OX0uMa ISl UCIIOJIHCHUS TTOJTHOMOYHI
(denepanbHbIX OPraHOB  HCIIOJHHUTEIBHON
BJIACTH, OpraHoB rOCY/IapCTBEHHBIX
BHEOIO/DKETHBIX (DOHIOB, MCIIOJIHUTEIBHBIX
OpraHoB rocy1apCTBEHHON BJIACTH
CyOBEKTOB Poccuiickoit deneparumy,
OpPraHOB MECTHOTO CaMOYIpPAaBJICHHS |
(GyHKIMI OpraHu3alMii, y4YacTBYIOUIMX B

Federation legislation);

in cases related to performance of job
duties by the employee (according to the
labor legislation of the Russian
Federation).

4.2.1. Processing of personal data of other

personal data subjects is allowed in the
following cases:

processing of personal data is performed
with a consent of the personal data subject
given for processing of their personal
data;

personal data processing is necessary to
achieve goals established by law, for
implementation and  fulfillment of
functions, powers and duties assigned to
the Operator by the Russian Federation
legislation;

personal data is processed in connection
with participation of the individual in
constitutional,  civil, = administrative,
criminal proceedings, or arbitration courts
proceedings;

personal data processing is required for
execution of a judicial act, act of another
agency or official to be executed under
the Russian Federation legislation on
enforcement proceedings;

personal data processing is required for
execution of powers of federal executive
bodies, bodies of state extra-budgetary
funds, state executive bodies of the
Russian Federation subjects, local self-
government bodies and functions of
organizations involved in the provision of
state and municipal services, provided for
by Federal Law No. 210-FZ “On

11



NPE0CTABICHUT COOTBETCTBEHHO
TOCYJApCTBEHHBIX M MYHHIUNAIBHBIX
yCIyT, NpeaycMOoTpeHHbIX DenepaabHbIM
3akoHoM ot 27 mrons 2010 roma N 210-03
«006 OpraHu3aIHNH MIPEAOCTaBIICHUS
TOCYJapCTBEHHBIX M MYHHLIUNAIBHBIX
yCIyT», BKJIOYAs PErHCTpaIHio cyObeKTa
MEPCOHANBHBIX JIaHHBIX HA €IMHOM TIOpTaie
rOCYJapCTBEHHBIX 1 MyHULUIATBHBIX YCIyT
M (WIM) — perHoHANBHBIX  MOpTaiax
TFOCYJIAPCTBEHHBIX M MYHHUIUMAIBHBIX

YCIIYT;

o0OpaboTka MEPCOHATBLHBIX JTAHHBIX
HEoOXoMUMa JUIST HCIIOJHEHUS JIOTOBOPA,
CTOPOHOM KOTOPOI'0 100
BBITOJIOTIPHOOpETATEICM WM MOPYYUTETICM
1o KOTOPOMY SIBIISICTCS CyOBEKT
NEPCOHANBHBIX JIAHHBIX, a TaKXke JUIs
3aKJIIOYCHUST JIOTOBOpPA MO HHHIIMATHBE
CyObeKTa MEPCOHAIBHBIX JAHHBIX  WIH
JIOTOBODA, 1o KOTOpOMY CyOBEKT
MEPCOHANBHBIX JaHHBIX OyAeT SBIATHCS
BBITO/IONIPHOOPETATENIEM HIIH HOPYYUTEIIEM.
3aKimouaeMblid ¢ CyOBEKTOM MEPCOHAIBHBIX
JIaHHBIX JIOTOBOP HE MOXET COJepPKaTh
MOJIOXKCHUSA, OTPAHWYMBAIOIIME TIpaBa U
CBOOOJIBI CYOBEKTA MEPCOHATBHBIX AAHHBIX,
yCTaHABIMBAIOIIWE  CclOy4ad  OOpabOTKH

NEePCOHAIBHBIX JaHHBIX
HECOBEPLICHHOJETHUX, €CJIM HHOE HE
IPEyCMOTPEHO 3aKOHOJATEIbCTBOM
Poccuiickoit ~ denepanmu, a  TaKke
NOJIOXKEHUS, JOIMYCKAalole B KauecTBe
yCIIOBUS 3aKIII0UEHUS JI0roBOpa

OeszgeiicTBue  CyOBeKTa  MEPCOHAIBHBIX
IaHHBIX;

o0OpaboTka MEPCOHATBLHBIX AHHBIX
HeOOXOIUMa TS 3AIIUTHI JKU3HHU, 3I0POBbS
WIA WHBIX XM3HEHHO BAXHBIX HHTEPECOB
CcyObeKTa TEepPCOHANBHBIX JaHHBIX, €CIH
MOy YEeHHE coriacus cybObekTa
MIEPCOHANBHBIX JAHHBIX HEBO3MOKHO;

o0OpaboTka MEPCOHATBLHBIX AHHBIX
HEOOXOMUMa JJIsi OCYINECTBICHUS TIpaB U
3aKOHHBIX ~HHTEPECOB  OIepaTopa WM
TPETHUX JIMI, B TOM WYHCIEC B CIydYasx,
npeaycMoTpeHHbIX DeepanbHbIM 3aKOHOM
«O 3ammre MpaB M 3aKOHHBIX HMHTEPECOB

Provision of State and Municipal
Services” dated July 27, 2010,
respectively, including registration of the
personal data subject in the unified portal
of state and municipal services and (or)
regional portals of state and municipal
services;

personal data processing is required for
performance under a contract to which the
personal data subject is a party, or
beneficiary, or guarantor, as well as for
execution of a contract by initiative of the
personal data subject or a contract under
which the personal data subject will a
beneficiary or guarantor. A contract
executed with the personal data subject
cannot contain provisions restricting
rights and freedoms of the personal data
subject, establishing cases of personal
data processing for minors, unless
otherwise provided by the Russian
Federation legislation, as well as
provisions allowing inaction of the
personal data subject as a condition
precedent for the contract execution;

personal data processing is required to
protect the life, health or other vital
interests of the personal data subject when
it is impossible to obtain a consent of the
personal data subject;

personal data processing is required to
exercise rights and legitimate interests of
the operator or third parties, including
cases established in the Federal Law “On
Protection of Rights and Legitimate
Interests of Natural Persons in Repayment

12



(U3NYeCKUX JHIl TPU  OCYIICCTBICHUU
JISATEIILHOCTU 10 BO3BPATy MPOCPOYECHHOU
3aJI0JDKEHHOCTH ¥ 0 BHECCHUW M3MCHCHUH B
®denepanbHbIi 3akoH «O MEUKpOoQUHAHCOBOM

JEATENLHOCTH u MHUKPO(hHUHAHCOBBIX
OpraHM3alusx», 00 UIsl JOCTHXKCHUS
OOIIECTBEHHO  3HAYMMBIX  IeJie  TIpu

YCJIOBHUH, YTO IIpU 3TOM HE HaApPYIIarOTCA
npaBa u CB060}_ILI CY6’BCKT3 NEPCOHAIBHBIX

JaHHBIX;
- B HWHBIX clryJasx, IIPOIMMCaHHBIX B
3aKOHOAATCIbCTBE.

4.3. [lpyrue opranuzanuu.

Ceemennss o paborHmke (B TOM HHCIE
YBOJICHHOM) MOTYT OBITh IIPEIOCTaBJICHBI
JIPYTOi OpraHM3aliu TOJBKO C MUCHMEHHOTO
3ampoca Ha  OllaHKe  OpraHu3aimuu ¢
IMPUIIOKCHUEM KOITUH 3asABJICHUA pa6OTHI/IKa.

CBeneHHsI 0 MHOM CYOBEKTE MEPCOHANBHBIX
JAHHBIX MPEIOCTABISIOTCS TPEThEMY JIHILY
TOJIBKO C COTJIaCHsI NTAHHOTO CyOBekTa (eciu
MHOE HE IPETyCMOTPEHO 3aKOHOIATEIECTBOM).

4.4. POnCTBEHHUKH U WIEHBI CEMEI.

[lepconanpHble jJaHHBIE PaOOTHUKA W HHBIX
CyOBEKTOB TIEPCOHAIBHBIX JJAHHBIX MOTYT OBITH
MPEIOCTABICHBl POJICTBEHHUKAM HWJIM YJICHAM
€ro CeMBHU TOJIBKO C MUCHMEHHOTO Pa3peIleHus
CaMoro paboTHHKA (mHOTO cyOBeKTa
MIEPCOHATLHBIX TAHHBIX ).

5. JOIIOJIHUTEJIBHBIE
OBA3AHHOCTH OIIEPATOPA 11O
3AIIIUTE IHEPCOHAJIBHBIX
JAHHBIX

5.1.0OmepaTop obecmednBacT B3aUMOJCUCTBHE C

TOCYJApCTBEHHOM CHCTEMOW OOHapy>KCHHS,
NpeAYNPEKACHUS U JIMKBUAALMK MOCIEICTBUN
KOMITLIOTEPHBIX aTak Ha WH()OPMAIMOHHBIC
pecypcel  Poccuiickoit ®Depepaiuu, BKIOYAs
nH()OpMUPOBaHUE 0 KOMIBIOTEPHBIX
UHUUJCHTaX, TMOBJEKIIUX HEMPABOMEPHYIO
nepenady (IpeaocTaBiIeHne, pacpoCTpaHEeHNE,
JIOCTYT) IEPCOHATBHBIX JTAaHHBIX.

of Overdue Debts and on Amendments to
the Federal Law “On Microfinance
Activities and Microfinance
Organizations”, or to achieve socially
important purposes, provided that rights
and freedoms of the personal data subject
are not violated;

- in other cases prescribed by law.

4.3. Other organizations

Information about an employee (including a
dismissed one) may be provided to another
organization only by a written request on the
organization’s letterhead with a copy of the
employee’s application attached.

Information about another personal data
subject may be provided to a third party only
by a consent of this subject (unless otherwise
provided by law).

4.4.Relatives and family members

5.1.

Personal data of an employee and other
personal data subjects may be provided to
relatives or family members only by the
employee’s (another personal data subject)
own written permission.

5. OPERATOR’S ADDITIONAL
OBLIGATIONS FOR PERSONAL
DATA PROTECTION

The operator should ensure interaction with
the state system for detecting, preventing and
eliminating consequences of computer attacks
on the information resources of the Russian
Federation, including notifying about
computer incidents resulting in illegal transfer
(provision, dissemination, access) of personal
data.
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52.B ciydae

YCTaHOBJICHHS ¢axra
HENpPaBOMEPHON WIM CIy4alHOM mepeaadn
(mpemocraBieHus, pacpoOCTpaHEHUs, TOCTYIIA)
HEPCOHAIBHBIX JIAHHBIX, HOBJIEKILEH
HapylIeHHE IpaB CyOBEKTOB IEPCOHAJIBHBIX
naHHelx, Omepatop o00s3aH ¢ MOMEHTa
BBISIBIIEHHSI Takoro wHOuAeHta OmepaTtopowm,
YHOJTHOMOYEHHBIM OpPraHOM IO 3alIHWTe TpaB
CyOBEKTOB NMEPCOHAIBHBIX JAHHBIX WJIH HHBIM
3aMHTEPECOBAHHBIM JIULIOM YBEIOMHTh
YHOJHOMOYEHHBIH OpraH IO 3alluTe TMpaB
CyOBEKTOB NEPCOHATIBHBIX TaHHBIX:

1) B Teuenue 24 YacoB O MOPOU3OMICAILIEM
WHIIUICHTE, O TMPEANoiiaraeMpIX MpPUYHHAX,
MOBJIEKIINX  HApyIIEHHE TMpaB CyOBEKTOB
MEPCOHANBHBIX JAHHBIX, W MPEANOoIaracMoM
Bpele, HAHECCHHOM IpaBaM  CYOBEKTOB
MIEPCOHANIBHBIX JTAHHBIX, O PUHATHIX MEpax I10
YCTPAHEHUIO MOCIEACTBUN COOTBETCTBYIOILIEIO
WHIUJEHTA, & TAKXKE MPEAOCTABUTh CBEJCHUS O
JUIe, YIOJIHOMOYEHHOM OIEpaTopoM Ha
B3aPIMOZIeI>'ICTBPIe C YIIOJITHOMOYCHHBIM OpraHOM
Mo 3alliTe TpaB CYOBEKTOB NEPCOHAIBHBIX
JaHHBIX, 110 BOIIpoOCaMm, CBA3aHHBIM C
BBISIBJICHHBIM WHITUICHTOM;

2) B TeueHHWe 72 HYACOB O pe3yibTaTax
BHYTPEHHETO pAacCICAOBAHUA  BBISIBICHHOTO
WHITNICHTA, a TAaK)KE MPEIOCTaBUTh CBEICHUS O
IUUAaxX, AEUCTBUS KOTOPBIX CTaly MPUYMHON
BEISBJICHHOTO MHIIUCHTA (TIPH HAJTHYWH ).

6. OTBETCTBEHHOCTbDb

6.1.JIumra, BUHOBHBIC B HApPYIICHUH HOPM,
PEeTryIHpYOIIUX IOJIy4eHUE, 00paboOTKy H
3aIIUTy TIEPCOHAIBHBIX AHHBIX PaOOTHHKA,

HECYT TUCIUTTNHAPHYTO,
aJIMUHHUCTPATUBHYIO, TPaKJIaHCKO-
MIPABOBYIO Wi YTOJIOBHYIO

OTBCTCTBCHHOCTH B COOTBCTCTBHH C
(beﬂepaﬂBHBIMI/I 3aKOHaMH.

5.2.1f illegal or accidental transfer (provision,

distribution, access) of personal data resulting
in violation of the personal data subject rights
is detected, the Operator must, from the
moment when the Operator, authorized body
for protection of personal data subject rights
or another interested person detects such an
accident, notify the authorized body for
protection of personal data subject rights:

1) within 24 hours about the occurred
incident, suspected causes of violation of
personal data subject rights, and alleged harm
caused to personal data subject rights,
measures taken to eliminate consequences of
the respective incident, as well as provide
information about the person delegated by the
operator to interact with the authorized body
for protection of personal data subject rights
on issues related to the detected incident;

2) within 72 hours about results of the internal
investigation of the detected incident, and
provide information about persons whose
actions led to the detected incident (if any).

6. RESPONSIBILITY

6.1.Individuals violating regulations
governing  receipt, processing  and
protection of personal data of an
employee are subject to disciplinary,
administrative, civil or criminal liability
in accordance with federal laws.

14



