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1. OBIIUE MMOJIOKEHUS 1. GENERAL PROVISIONS
1.1. Hacrosmee  Ilomoxenne  perymmpyer 1.1. This Policy regulates procedures of personal
mporecchl  00pabOTKH  TEPCOHAIBHBIX data processing of Personal Data Subjects by
JAHHBIX CyOBbexToB MEPCOHABHBIX LEO Pharmaceutical Products Limited Liability
JaHHbIX OOLIECTBOM €  OTpaHWYEHHON Company (hereinafter — the “Operator” or
0TBeTCTBEHHOCTHIO «JIEO ®apmMackroTukan “Company”) in accordance with the current
IIpomakrey (manee mo tekcry «OmepaTopy» legislation of the Russian Federation.
i  «OO0mmecTBo»), B COOTBETCTBHH C
JIEHCTBYIOIIIM 3aKOHOAATENbCTBOM

Poccuiickoit ®enepanuu.

1.2. OcHoBanueM s paspaboTku Hactosmero 1.2. This Policy was developed based on the

ITonoxenus  sBusitorcst  KonctuTymus Constitution of the Russian Federation, Labor
Poccuiickoii Odepepanuu, TpynoBoit Code of the Russian Federation, Federal Law
KOJIEKC Poccutickoi denepanuu, No. 152-FZ “On Personal Data” dated July 27,
®enepanbHelil 3akoH ot 27.07.2006 N 152- 2006, and other applicable regulations of the
®3 «O mnepcoHaNBHBIX JaHHBIX», APYTUE Russian Federation.

JEHCTBYIONIME HOPMATHBHBIE TPABOBBIE
akThl Poccuiickoiit @enepanuu.

1.3. Hacrosimee Ilomoxkenme u m3menenwss k 1.3. This Policy and amendments thereto shall be

HEMY  YTBEPXKJIAIOTCA  PYKOBOAUTEIEM approved by the Head of the Company. All
Oo6mmectBa. Bce pabOTHUKM JOJDKHBI OBITH employees must review and sign this Policy and
O3HAKOMJICHBl IO/ TOANUCH C JaHHBIM amendments thereto

TlonoxxeHreM U U3MECHEHUSIMU K HEMY.

14. Bce  npuinoxenus kK Hactosmiemy 1.4, All amendments to this Policy form its integral
TlonoxeHuto SIBIAIOTCA €r0 HEOThEMIIEMOM part.
YacThIo.



L.5.

1.6.

BHecenue u3MEHEHMH M JOINOJHEHHHA B
nerctBytoniee IlonojkeHne NPOU3BOIUTCS
npukazoM ['eHepanbHOro AWMpeKTopa (Win
YIIOJIHOMOYEHHOT'O UM JIUIIA).

B nactosimem IlonoxkeHnn MCIONB3YIOTCS
CJEIYIOIIE OCHOBHBIC TIOHATHUSA:

Cy0beKT  MEepPCOHANbHBIX  JAHHBIX  —
(dusznueckoe JUIO (CYOBEKT MEPCOHATBHBIX
JIAHHBIX), JAaHHBIE KOTOPOTO TIEPEHAloTCs
OO01mecTBy.

nepcoHaabHbIE JaHHbIE - mobast
uHpOpMAIUs, OTHOCAIIAsICS K TPSIMO WIH
KOCBEHHO OTIPE/ICTICHHOMY WA
OTIPEICIIIEMOMY (buzngeckomy JIAILY
(cyOBeKTy mepcoHaIbHBIX TaHHBIX )

oneparop - IOpHIYECKOe JIILIO,
CaMOCTOSITETIbHO HJIM COBMECTHO C JAPYTHMH
JTUTIAMUA OpTaHU3YIOITIe u (vm)
OCYILECTBIISIOMNE 00pabOTKY MEPCOHANBHBIX
JaHHBIX, a TaKKe ONpeleIIONNe LeNn
00pabOTKM TMEepPCOHANBHBIX JaHHBIX, COCTaB
MEePCOHATLHBIX JIAHHBIX, TIOJTEKATITHX
o0paboTke, JeHCTBUA (onepanun),
COBepIllacMbIe C TIEPCOHABLHBIMY JIaHHBIMU. B
paMkax naHHOro IloJOKEeHUs, OIepaTopoM
siBrsieTcst OOIIecTBo.

00padoTKa MepPCOHANBHBIX JAHHBIX — TI000€
nericTBre (oTepariys) W COBOKYITHOCTD
JieHcTBUiA (oTiepanuii), COBepIIaeMbIX C
UCIIOJIb30BaHUEM CPEJICTB aBTOMATHU3aLUH WIN
0e3 ICIIONb30BaHNS TAKUX CPEJICTB C
MEePCOHANBLHBIMU JIAHHBIMH, BKJIIOYAst 00D,
3aM1Ch, CUCTEMATU3ALII0, HAKOIUIEHHUE,
XpaHeHue, yrouHeHue (0OHOBIICHHE,
M3MEHEHHe), U3BJIeUEeHHUE, UCTIOIh30BaHHE,
nepeznady (pacrnpocTpaHeHue,
NpeAOoCTaBICHUE, JOCTYI), 003 THUNBAHHE,
0JI0KMpOBaHUe, yaJeHne, YHUUTOKEHNE
NEPCOHANBHBIX JAHHBIX;

corjacue Ha o00pal0OTKy NepCOHAJBHBIX

JAHHBIX —  KOHKPETHBIE, TPEIMETHOE,
UHQOPMHUPOBAHHOE, CO3HATEIbHOE u
OJTHO3HAYHOE perieHue cyObekTa

MEPCOHAIBHBIX JAHHBIX O IPCAOCTABJICHUU €O

L.5.

1.6.

Amendments and additions to the current
Policy shall be made by the order of the
General Director (or a person authorized by
them).

The following basic terms are used in this
Policy:

personal data subject is a natural person
(personal data subject) whose data is transferred
to the Company;

personal data is any information related
directly or indirectly to an identified or
identifiable natural person (personal data
subject);

operator is a legal entity that organizes and
(or) performs personal data processing
independently or jointly with others, as well as
defines objectives of personal data processing,
scope of personal data processing, actions
(procedures) performed with personal data.
Under this Policy, the Company is the
Operator;

personal data processing is any action
(procedure) or complex of actions (procedures)
performed with or without the use of automatic
means on personal data, including collection,
recording, classification, accumulation, storage,

keeping current (updating, amendment),
extraction, use, transfer (distribution,
submission, access), depersonalization,

blockage, deletion, destroyal of personal data;

consent to the personal data processing is a
specific, substantive, informed, conscious and
unambiguous decision of the personal data
subject to provide their personal data for
processing to the personal data operator;



MEPCOHANBHBIX ~ NaHHBIX M1 00pabOTKH
orepaTopy NepCOHATBHBIX JTaHHBIX;

aBTOMATH3MPOBAHHAHA o0padoTka
NMEPCOHANBHBIX JAaHHBIX —  0o0OpaboTka
MEPCOHANFHBIX JAHHBIX C MMOMOIIBIO CPEICTB
BBIYMCITUTEIHHON TEXHUKHY;

pacnpocTpaHeHHe MEPCOHATbHBIX JTAHHBIX
— JeWcTBUA, HANpaBICHHbIE Ha pPACKpPBITHE
MEPCOHANBHBIX JIAHHBIX HEOMpPEICICHHOMY

KpYTy JIULI;

NMpeaoCcTaB/eHNe MePCOHAJBHBIX JaHHBIX —
JICUCTBYSI, HANpaBICHHBIE Ha PACKPHITHE
MEPCOHANBHBIX JAHHBIX ONPEACICHHOMY JIHILY
WJIH OTIpEACTICHHOMY KPYTY JIHII;

0JIOKHPOBaHHE NEPCOHAIBHBIX TAHHBIX —
BPEMECHHOE MpeKparieHue 00paboTku
MEPCOHALHBIX JAaHHBIX (32 UCKIIOYCHUEM
clIydaeB, eciu o0paboTka HeoOxommma s
YTOYHECHHUS TIEPCOHAITLHBIX JTAHHBIX);

YHHYTOK€HHE TePCOHAIBHBIX JAHHBIX —
JICHCTBUS, B PE3yNIbTaTe KOTOPHIX CTAHOBHTCS
HEBO3MOXXHBIM ~ BOCCTaHOBHUTH  COJICpXKAaHUE
MEPCOHALHBIX JAHHBIX B HH()OPMAIIMOHHON
CHCTEME TEPCOHANLHBIX JaHHBIX W (WIH) B

pe3ynbraTe KOTOPBIX YHUYTOXKAIOTCS
MaTepUalbHbIE  HOCUTEIM  MEPCOHATBHBIX
JTAHHBIX;

00e3TMYUBaAHNE TEPCOHATbHBIX AAHHBIX —
JEUCTBUS, B PE3yibTaTe KOTOPHIX CTAHOBUTCA
HEBO3MOXXHEIM 0e3 HCITOJIb30BaHUSI
JIOTIOTHUTENHPHOW HMH(GOPMAIIUHA  OTIPEICIIUTh
MPUHAICKHOCTh  MEPCOHANBHBIX  JTAHHBIX
KOHKPETHOMY CYyOBEKTY MIEPCOHATBHBIX
JIaHHBIX;

uH(GOpPMANIMOHHAS CHCTEMA TNepPCOHATbHBIX
JaHHBIX — COBOKYIHOCTh COJACPKAIIUXCS B
0a3ax JaHHBIX TICPCOHAIBHBIX JIAHHBIX U
00ecIeuYnBarOINX ux 00paboTKy
WH(POPMAITUOHHBIX TEXHOJIOTUH u
TEXHUYECKUX CPEJICTB;

TPaHCTPAHMYHAsI Nepefaya MepcoHAIbHBIX
JAHHBIX — IepeJaya HNEePCOHAIBHBIX JaHHbBIX
Ha TEPPUTOPUIO HWHOCTPAHHOTO TOCyJapcTBa

automatic personal data processing is
processing of personal data with the use of
computer equipment;

personal data distribution means actions
aimed at the disclosure of personal data to
general public;

personal data submission means actions
aimed at the disclosure of personal data to a
certain person or a definite group of people;

personal data blockage is suspension of
personal data processing (excluding cases
where this processing is required to keep
personal data current);

personal data destroyal means actions that
result in impossibility to recover the content of
personal data in the personal data information
system and (or) lead to destruction of personal
data tangible media;

personal data depersonalization means
actions that result in impossibility to identify
personal data belonging to a certain personal
data subject without additional information;

personal data information system is a set of
personal data contained in databases and
ensuring its information technologies and
technical tools processing;

personal data cross-border transfer is a
transfer of personal data to the territory of a
foreign country to the government authority of

3



2.1.

OpraHy BJIaCTM MHOCTPAaHHOTO I'OCYAapcCTBa,
MHOCTPAaHHOMY  (HU3UYECKOMY JIUIy MU
MHOCTPAaHHOMY IOPUANYECKOMY JIUILY;

cnenuaibHble KaTeropuu IepcoHATbHbBIX
AAHHBIX — 0COOBbIE KaTeTOPUU NEPCOHATBHBIX
JIAHHBIX, KacaroLuecst pacoBoii,
HallMOHAJIbHOM MPUHAIICKHOCTH,
HOJUTHYECKUX B3TJISIOB, PEJIUTHO3ZHBIX HWIIH
¢unocopckux  yOexneHWH, WIEHCTBa B
npocoro3ax,  COCTOSHUSI ~ 3/[0pOBbS U
WHTAMHOM KH3HMU,

6H0Merpnqec1me NMEPCOHAJIbHBIC JAaHHbIC —

CBEJICHUSA, KOTOpBIE XapaKTEPU3YIOT
(uznonoruyeckue u Omonormueckue
OCOOCHHOCTH  4YeJIOBeKa, Ha  OCHOBAaHUHU

KOTOPBIX MOKHO YCTAHOBUTL €0 JIMYHOCTD,

OGHIeIIOCTyHHble NEPCOHAJIBbHBIC JaHHbIC —
IIEPCOHAIBHEBIC JaHHBIC, OOCTYyII
HCOrpaHUYCHHOI'0 Kpyra Jdl K KOTOPBIM

MpPEeAOCTaBICH C MUCBMEHHOTO  COTJIacus
cyOBeKTa MepCOHANBHBIX JAHHBIX;
KOH(UAEeHINAIBLHOCTH NMepCcOHATbHBIX

JAaHHBIX — 00513aHHOCTh orecparopa U HHBIX
JIMI, MOJYYUBHIUX OOCTYIl K HNEPCOHATIbHBIM
JaHHBIM, HC paCKpbIBaTh TPECTHbHUM JIMIIaM U HE
pacupoCTpaHATh ICPCOHAIBHBIC IaHHBIC 0e3
corjaacusa CY6’LCKTa MNEPCOHAJIBHBIX JaHHBIX
HJIN HaJIMYHA HHOT'O 3aKOHHOT'O OCHOBAHMS.

2. OBIIIME MNPUHIAIIBI
OBPABOTKM TIEPCOHAJIBHBIX
JAHHBIX

O6paboTka TIePCOHAITLHBIX TAHHBIX
OCYIIIECTBISCTCS HA OCHOBAHUU CJICITYFOIIUX
MIPUHIIUTIOB:

O6paboTKa MEePCOHANBHBIX TAaHHBIX TOJIKHA
OCYILIECTBISTHCS Ha 3aKOHHOH u
CIIPaBEIMBOM OCHOBE;

O6paboTKa MEePCOHANBHBIX TAaHHBIX TOJIKHA
OTPaHUYUBATHCS JOCTIIKEHUEM KOHKPETHBIX,

3apaHeC ONPCACIICHHBIX U 3aKOHHBIX ueneﬁ.

He nomyckaercst o0benuaenne 6a3 ITaHHBIX,

2.1.

2. GENERAL

the foreign country, to a foreign natural person
or legal entity;

special categories of personal data are
personal data specific categories regarding race,
nationality, political views, religious or
philosophical beliefs, membership in employee
representation bodies, health status and intimate
life;

biometric personal data is information that
characterize the physiological and biological
characteristics of a person, on the basis of
which it is possible to establish their identity;

publicly available personal data is personal
data access of an unlimited number of persons
to which is provided with the written consent of
the personal data subject;

confidentiality of personal data is an
obligation of the operator and other parties who
have access to personal data not to disclose to
third parties and not to distribute personal data
without a consent of the personal data subject
or another legal ground.

PRINCIPLES
PERSONAL DATA PROCESSING

OF

Processing of personal data is carried out based
on the following principles:

Personal data should be processed on a legal
and fair basis;

Personal data processing should be limited by
achievement of specific, predetermined and
legitimate goals.

Databases with personal data, processing of
4



CofiepXKalIMX  MEpCOHAJbHbIC  JaHHBIC,
00pab0oTKa KOTOPBIX OCYIIECTBISCTCS B
[EJAX, HECOBMECTHMBIX MEXTy COOOM.

O6paboTKe MoIekKAT TOJIBEKO ITEPCOHATBHBIC
JAHHBIC, KOTOPhIC OTBEYAIOT IIENSAM  HX

00paboTKwu.

Conepxxanne u o00BeM 00pabaThIBAEMBIX

HIepPCOHATIBHBIX JIaHHBIX JIOJKHBI
COOTBETCTBOBATh  3asBICHHBIM  IIEJISAM
00paboTKH. Oo6pabaTbiBacMbIe

MEPCOHANIbHBIC JIaHHbIC HE JOJDKHBI OBITH
N30BITOYHBIMU 110 OTHOILIEHUIO K
3asIBJICHHBIM IEJISIM WX 00pabOTKU.

IIpu 00paboTKe TEPCOHATBHBIX JAaHHBIX
MIOJDKHBI ~ OBITH  00eCIledeHbI  TOYHOCTH
MEPCOHANLHBIX JaHHBIX, UX JIOCTATOYHOCTH,
a B HEOOXOJMMBIX CIIy4asX U aKTyaJIbHOCTb
M0 OTHONIEHWI0O K IesIM  00paboTKu
MEPCOHANLHBIX  JIAHHBIX. Omneparopom
MPUHUMAIOTCS  HEOOXOIUMBIE MEphl 10
YAQAICHUIO WKW YTOYHCHHIO HCEIIOJHBIX WA
HETOYHBIX JIAHHBIX.

XpaHeHHUE TIEPCOHAIBHBIX JaHHBIX JOJHKHO
OCYIIECTBIATECS B (hopMe, MO3BOJSIONIEH
OTIPEACTTUTD cyOBeKTa MEPCOHATBHBIX
JIAHHBIX, HE JOJIbIIE, YeM 3TOr0 TPEOYIOT
nenmu 00pabOTKH TMEePCOHANBHBIX JIaHHBIX,
€CJIM CPOK XPaHEHHS MEePCOHAIBHBIX TaHHBIX
HE YCTaHOBIIEH (heACpabHBIM  3aKOHOM,

JIOTOBOPOM, CTOPOHOM KOTOPOTO,
BBITOJIONIpHOOpETaTeIeM WIM TOPYyYUTelIeM
1o KOTOpOMY SIBIISICTCS CyOBeKT

NEePCOHANBHBIX JaHHBIX. OOpabaTbiBacMble
NepCcoHaIbHBIE JTaHHbBIE MoJiIeKaT
VHHYTOXKEHUIO JHOO OO0C3MUYMBAHHIO TIO
JOCTIDKEHHH 1iesieil 00paboTKu WK B ciIydae
yTpaTbl HEOOXOAMMOCTH B TOCTHKEHHH 3THX
Henel, ecam WHOEe He IPeayCMOTPEHO
(henepanbHBIM 3aKOHOM.

2.1.OrPAHUYEHUS OBPABOTKH JAHHBIX

O6paboTka TIePCOHAITLHBIX TAHHBIX
paspemeHa Toiabko ¢ cormacusa CyObekra
MEPCOHANBLHBIX JAHHBIX WJIH €CIH Takas
o0paboTka pasperieHa MPUMEHUMBIM
3aKOHOJIaTEILCTBOM II0 MECTy 00pabOTKH

which is carried out for purposes incompatible
with each other, should not be combined.

Only personal data meeting the processing
purposes should be processed

Content and volume of the processed personal
data should correspond to the claimed
processing purposes. Processed personal data
should not be redundant in relation to the
claimed processing purposes.

In personal data processing, accuracy,
sufficiency, and, if necessary, relevance of
personal data for the personal data processing
purposes should be ensured. The Operator
should take necessary measures to delete or
clarify incomplete or inaccurate data

Personal data storage form should ensure
determining the personal data subject for no
longer than the personal data processing
purposes require, unless the period of personal
data storage is established by the federal law or
an agreement to which the personal data subject
is a party, beneficiary or guarantor. Processed
personal data are to be destroyed or
depersonalized upon achievement of the
processing purposes or if achievement of the
processing purposes is no longer necessary,
unless provided otherwise by the federal law

2.1.LIMITATIONS IN DATA PROCESSING

Personal data processing is permitted only with
a consent of the Personal Data Subject or if
such processing is permitted without the
subject’s consent by applicable law at the place
of information processing.



uHpopMaIuu 0e3 coryiacus CyobeKTa.

Cornacue IOMKHO OBITH MOYYEHO B JIIOOOH
MO3BOJIAIONICH  TOATBEPOUTH  (akT  €ro
nomydeHnuss  Qopme, ecim  HHOE  HE
ycTaHoBiieHO DenepaabHbIM 3aKoHOM N 152-
@3 «O nepcoHaNbHBIX AAHHBIX.

Cormacue Ha 00pabOTKy NepCcOHATBHBIX
JaHHBIX JOJIZKHO 6I)ITB KOHKPETHBIM,
MIPEIMETHBIM, UH(POPMUPOBAHHBIM,
CO3HATENHHBIM U OJJHO3HAYHBIM.

Coriracue B TUCHMEHHOH (popme cyOBekTa
MEPCOHANLHBIX JAHHBIX Ha 00paboTKy ero
MIEPCOHALHBIX JTAHHBIX JODKHO BKJIIOYATH B
ce0s1, B YaCTHOCTH:

(amuuro, UMsl, OTYECTBO, aapec CyObeKTa
MIEPCOHALHBIX JIAHHBIX, HOMEP OCHOBHOTO
JIOKYMEHTA, yIIOCTOBEPSIFOILIETO ero
JUYHOCTh, CBEJIEHUS O Jare BBIIAdd
YKa3aHHOTO JIOKYMEHTa W BBIJIABIIEM €ro
oprase;

MIPH TIOTyYEHUH COTJIACHS OT MPEICTaBUTEIS
cyOBekTa MePCOHATBHBIX JAHHBIX:
thamumnmro, UM, OTYECTBO, aapec
MPEJICTABUTENSI CyObEKTa TepCOHAIBHBIX
JAHHBIX, HOMEP OCHOBHOTO JIOKyMEHTa,
YAOCTOBEPSIOLIEIO €ro JUYHOCTh, CBEIACHUS
0 Jare BbIJAYM YKA3aHHOTO JOKYMEHTa U
BBIJIABIIIEM  €T0  OpraHe,  PEKBU3HUTHI
JIOBEPEHHOCTH WJIM HHOTO  JOKYMEHTa,
MOATBEPKAAIOUIETO  MOJHOMOYMS  3TOrO
TIPEJICTABUTEIIS;

HAaUMCHOBaHWE  WIH  (QaMuiauio, UM,
OTUYECTBO U aJIpec omeparopa, MoIy4arouiero
corjlacue CyObheKTa ePCOHATBHBIX JAHHBIX;

11eTh 00pabOTKH MTePCOHANBHBIX JAHHBIX;

MepeueHbh  MEPCOHANBHBIX  JAHHBIX, Ha
00pabOTKy  KOTOpPBIX JaeTcs  COTJIacHue
cyOBeKTa MepCOHANBHBIX JaHHBIX;

HAUMCHOBaHWE WM  (QaMunuro, UM,
OTYECTBO W QJIPEC JIMIIA, OCYIICCTBISIONIETO
00paboOTKy TIEPCOHANBHBIX JAHHBIX 10
MOPYYCHHUIO OIepaTropa, eciu o0paboTKa

The consent must be obtained in any form
allowing for confirmation of its receipt, unless
otherwise established by Federal Law No. 152-
FZ “On Personal Data”.

The consent to personal data processing should
be specific, substantive, informed, conscious
and unambiguous.

A written consent of personal data subject for
processing of their personal data should
include:

full name, address of the personal data subject,
number of the main document of identification,
information about the date of the mentioned
document issue and the body that issued it;

if the consent is obtained from the
representative of the personal data subject: full
name and address of the representative of the
personal data subject, number of the main
document of identification, information about
the date of the mentioned document issue and
the body that issued it, details of the power of
attorney or another document proving the
authority of the representative;

corporate name or full name and address of the
operator that receives the consent of the
personal data subject;

purpose of personal data processing;

list of personal data to be processed which the
consent of the personal data subject is received
for;

corporate name or full name and address of the
person that performs processing of personal
data under instructions of the operator, if the
processing will be assigned to such a person;



OyZIeT mopydeHa TakoMy JIUITY;

MepeveHb JCHCTBUH C MEPCOHAIBHBIMU
JTAHHBIMHU, HAa COBEPIICHHE KOTOPBIX JACTCS
corjlacue, oOIee OIMMCAHWUE HCIIONBh3YyEMBIX
OTIEpPaTOPOM CITOCO00B 00paboTKH
MEPCOHABHBIX JTAHHBIX;

CpPOK, B TEYEHHE KOTOPOTO JIEHCTBYET
coriacue CyObeKTa MepCOHaJIbHbIX JaHHBIX,
a TaKkXe CHoco0 ero OT3bIBa, €CIM MHOE He
yctaHoBieHo denepanbHbM 3akoHOM N 152-
D3 «O mepcoHaTBHBIX JAHHBIXY;

INOAIHNCH CY6’LCKTa NCPCOHAJIBHBIX JaHHBIX.

PaBHO3HAYHBIM coJepXKarieMy
COOCTBEHHOPYYHYIO  TIOJIHUCh  CYOBEKTa
MEPCOHANBHBIX  JNAaHHBIX  COTJIACHIO B
MUCHhMEHHOH (hopMe Ha OyMaKHOM HOCHTENE
MpU3HaeTCA cornacue B ¢dopme
3JIEKTPOHHOTO JOKYMEHTa, MOJIICAHHOTO B
cooTBeTcTBUM ¢ DefepanbHBIM 3aKOHOM OT
06.04.2011 N 63-®3 «OO0 »>IEeKTPOHHOI
MOJIITUCHY DJIEKTPOHHOM MOJIITUCHIO.

Ecnun  mepconanbHbIE JaHHBIC TOJYYEHBI
OmnepatopoM He OT CyObeKTa MePCOHANBHBIX
naHHeix, OrmepaTop A0 Hadaia 0O0pabOTKH
TaKUX [EPCOHATBHBIX JAHHBIX  00s3aH
OPeOCTaBUTh  CyOBEKTy  MEPCOHANBHBIX
JaHHBIX CIIeIYIOUTYI0 HH(pOpMaIHIO:

- HamMeHoBaHume W aapec OOmecTBa WM
(hamunmro, M, OTYECTBO ero
MIPEJICTABUTEIIS;

- Ieah 00pabOTKU IMEePCOHATBHBIX JTaHHBIX
1 €€ MpaBOBOE OCHOBAHMUE;

- nmpeamnoraracMbix IOJIb30BaTe/ICH

IEPCOHAIIBHBIX TaHHBIX;

- ycraHoBieHHble DenepaibHbIM 3aKOHOM
N 152-®3 «O nepcoHalbHBIX JaHHBIX»
npaBa CyOBEKTa MEPCOHANBHBIX JaHHBIX;

- HUCTOYHHK
JaHHBIX.

IMOJIy4YCHUSA NEPCOHAIBHBIX

B cootBercTBUM ¢ DenepanbHBIM 3aKOHOM N

list of actions with personal data to perform
which the consent is received for, general
description of methods of personal data
processing used by the operator;

validity period for consent of the personal data
subject, as well as procedure for its withdrawal,
unless otherwise established by Federal Law
No. 152-FZ “On Personal Data”;

signature of the personal data subject.

A consent in the form of an -electronic
document signed with an electronic signature in
accordance with Federal Law No. 63-FZ “On
Electronic Signature” dated April 06, 2011 is
considered to have force equal to that of a
written consent in hard copy containing a
handwritten signature of the personal data
subject.

If the Operator receives personal data not from
the personal data subject, prior to processing of
such personal data, the Operator must provide
to the personal data subject the following
information:

name and address of the Company or full
name of its representative;
purpose for personal data processing and its
legal basis;
intended users of personal data;
rights of the personal data subject established
by Federal Law No. 152-FZ “On Personal

Data”;

source of personal data.

In accordance with Federal Law No. 152-FZ “On
7



152-®3 «O  mepCcoOHANBHBIX  JTAHHBIX»
Omneparop 0OCBOOOXHAaeTCs OT O0SI3aHHOCTH
MPEIOCTABIATh  CyOBEKTYy MEPCOHAIBHBIX

JaHHBIX BBIMICTICPCYUCIICHHBIC CBCACHUA, B
YaCTHOCTH, B CICAYIOIIUX ClIyYdasix:

CyOBEKT MEPCOHABHBIX JAHHBIX YBEIOMIICH
00  oCyIecTBICHHMH  O0OpabOTKH  €ro
MEPCOHANBHBIX JaHHBIX OOIIeCTBOM;

MEpPCOHAILHBIC JTAaHHBIC MTOJTyYEHBI
OO0mecTBoM Ha ocHOBaHMM DenepabHOTO
3akoHa N 152-03 «O mnepcoHaIbHBIX
JAHHBIX» WIM B CBS3M C UCIOJIHCHHUEM

JOrOBOpa,  CTOPOHOH  KOTOporo  Jmbo
BBITOJIONIpHOOpETaTeIeM WIM TOPYYUTEIeM
I10 KOTOpOMY SIBIISETCA CyOBEKT
MEPCOHALHBIX JTAHHBIX;

MEePCOHALHBIC JTaHHBIC CIeTaHbl
001 IOCTYITHEIMHU CyOBEKTOM

NEPCOHAJIBHBIX NAHHBIX WM IIOJTYYCHBI U3
O6H.ICI[0CTy1'IHOF0 HCTOYHHKA,

MPEIOCTaBIICHNE CYOBEKTy NepCOHAIBHBIX
JNAHHBIX  BBIMICNIEPEUNCICHHBIX  CBEJACHUN
HapylIaeT TpaBa M 3aKOHHBIC HMHTEPECH
TPETHHX JINII.

2.3. MPUHIOUII MHWHHUMAJBHON
JOCTATOYHOCTHU OBPABATBIBAEMBIX
JAHHBIX

CormacHo  TpeboBanmsiM  DeaepanbHOTO
3akoHa N 152-®3 «O mnepcoHalbHBIX
JIAHHBIX», TICPCOHANBHBIC JAaHHBIE MOTYT
00pabaThIBaTHCS TOJIBKO B ciry4ae
CYIIIECTBOBAHUS HEOOXOIMMOCTH. Nx
cojiepKaHue u 00BEM JIOJIKHBI
COOTBETCTBOBATH 3as1BJICHHBIM neirsiM
00paboTKM, TpU STOM OOBEM HE TOIKEH
ObITh M30BITOYHBIM IO OTHOLICHUIO K
3agBJICHHBIM LIeSIM. B ciydae Bo3MoxHOCTH
00e3TMYNBaHN JaHHBIX, COOTBETCTBYIOIIUC
Mepbl JOJDKHBI OBITh TPUHATEL HA CaMBIX
paHHUX CTaJUAX.

2.4. TIPMHUMII AKTYAJBHOCTH W
JTOCTOBEPHOCTH JAHHBIX

[Ipu 00paboTKe mMEPCOHANBHBIX JaHHBIX

Personal Data”, the Operator is relieved from an
obligation to provide the above information to
the personal data subject in the following cases:

when the personal data subject has been notified
about processing of their personal data by the
Company;

when the Company has obtained personal data
based on Federal Law No. 152-FZ “On Personal
Data” or in connection with performance under a
contract to which the personal data subject is a
party, beneficiary, or guarantor;

when the personal data subject has made the
personal data publicly available or the data has
been obtained from a publicly available source;

when provision of the above information to the
personal data subject violates the rights and
legitimate interests of third parties.

2.3. MINIMAL SUFFICIENCY

PRINCIPLE OF PROCESSED DATA

According to the requirements of Federal Law
No. 152-FZ “On Personal Data”, personal data
can be processed only if necessary. Its content
and scope should correspond to the claimed
purposes of processing, while the scope should
not be excessive relative to the stated purposes. If
data depersonalization is possible, appropriate
measures should be taken at the earliest stages.

2.4. PRINCIPLE OF DATA RELEVANCY AND

RELIABILITY

In personal data processing, accuracy,

8



JIOJDKHBI  OBITH  0OecIleueHbl  TOYHOCTh
MEPCOHANLHBIX JaHHBIX, UX JIOCTaTOYHOCTH,
a B HEOOXOJMMBIX CIIy4asX U aKTyaJIbHOCTb
M0 OTHONIEHWI0O K TesIM  00paboTKH
MEPCOHABHBIX JTAHHBIX. B ciydae
HEOOXOIUMOCTH, JOKHO OBITH 00€ecIeueHO
yAaJeHUEe WId YTOYHEHHUE HEMOJIHBIX HIIN
HCTOYHBIX TJAHHBIX.

B chaywae u3MeHeHMS  MEPCOHAIBHBIX
JIAHHBIX, CYOBEKT JMODKEH CBOCBPEMEHHO
yBeIIOMHUTE 00 3TOM Oreparopa.

3. KATErorum CYBBEKTOB
NHNEPCOHAJIBHBIX JAHHBIX

3.1.K cyObekTam, TIepCOHaNbHBIC JTaHHBIC
KOTOpPBIX oOpabateiBatorcss B OOmiecTBe B
cooTBeTCTBUH C [lo0XKeHeM, OTHOCSITCS:

- KaHAWJaThl IS TpueMa Ha paboTy B
OO011€ecTBO;

- pab6otHuku OOIIECTBA;
- ObmBiMe pabotHuku OOIIECTBA;

- wieHel cemed paborHukoB OOmEecTBa - B
CIIydasix, KOTJia COTJIACHO 3aKOHOJATEIBLCTBY
CBEJICHHS O  HUX  TPEJOCTaBISIOTCS
pabOTHHKOM,;

- WHBIC JIMIA, IEPCOHANBHbIC TAHHBIE KOTOPBIX
OOmectBo  00s3aHO  00pabaTeiBaTh B
COOTBETCTBHHU c TPYIOBBIM
3aKOHO/ATENbCTBOM ¥ HHBIMH  aKTaMw,
coziepKalIMMU HOPMBI TPYAOBOT'O ITPaBa;

- HCIOJHHUTCIIA (HOZ[pﬂI[‘-II/IKI/I u T.Z[.) oo

JIOTOBOPY IPaXkJJaHCKO-ITPABOBOTO
XapakTepa;
- caMOo3aHATHIE " WHIUBUTYaTbHBIC

MpeAnpUHAMATETN ¢ KOoTophiMu OOIIecTBO
3aKITI0YAET JIOTOBOPBL;

-  PYKOBOAUTCIH opraﬂnsaunﬁ, C KOTOpPBIMU
O6H.ICCTBO 3aKJIr049acT TpaXaaHCKO-

MIPaBOBbIE IOTOBOPHI;

- kaueHTsl OOIIIeCTBa;

3.1.

sufficiency, and, if necessary, relevance of
personal data for the personal data processing
purposes should be ensured. If necessary,
deletion or clarification of incomplete or
inaccurate data should be ensured.

If changes are made into personal data, the
subject should timely notify the Operator thereof.

3. CATEGORIES OF PERSONAL DATA
SUBJECTS

Subjects whose personal data is processed in
the Company in accordance with this Policy
include:

the Company’s job candidates;

employees of the Company;
former employees of the Company;

family members of the Company’s employees:
if, according to the legislation, an employee has
to provide information about their family
members;

other persons whose personal data the
Company must process in accordance with the
labor legislation and other acts containing labor
law regulations;

responsible parties (contractors, etc.) under a
civil contract;

self-employed and individual entrepreneurs
who the Company concludes contracts with;

heads of organizations who the Company
concludes civil law contracts with;

the Company’s customers;



¢usHyecKkne JMmna, KOTOPEIX HHPOPMHUPYIOT
o mpoxykrax OOmectBa (A7 MPOBEACHUS
OTIPOCOB U MAPKETHHTOBBIX UCCIIEIOBAHUI);

MOJIb30BATENH,  3aPETUCTPUPOBAHHBIC
o0pa3zoBaTeIbHbIC MEPOTIPHSITHSI,

Ha

BI:IFOZ[OHpI/IO6peTaTeJ'II/I;

(busnveckne nuna, KOTOpbIM odopmitsercs
MpOITyCK Ha TeppuToputo OOIIecTRa.

4. HIEJU OBPABOTKH
HNEPCOHAJIBHBIX JAHHBIX,
KATEI'OPUM n HEPEYHHA
OBPABATBIBAEMBbIX JJAHHBIX

4.1. CornacHo HACTOSILEMY [Tonoxxenuto

MIePCOHANILHEIC JaHHBIC 00pabaThIBAIOTCS C

LENbI0  COJAEHCTBUSL B  TPYAOYCTPOMCTBE

4.1.1

4.2.1

KaHAWIATOB JUIs TpuemMa Ha paboTy B
OO01ecTBO.

B cooTBeTcTBUU C 11€J1bIO, YKa3aHHOU B I
4.1 nacrosmero ITonoxenus, B OOmiecTBe
oOpabatbIBaroTCs CleTyromye
MEPCOHANIbHBIE [AHHBIE KaHIAMIATOB IS
npuema B O01IecTBo:

(dhamunus, uMs, 0T4eCTBO (TIPU HAIUYHN);

oI,
mata (4Mciao, Mecsll, TOJ) U  MECTO
POXICHHS,

(dhoTorpaduyeckoe n300paKeHuE;
CBEJICHUS O TPaXKTAHCTBE;
o0Opa3oBaHue;

HOMEp MOOHIILHOTO TesedoHa;

IIEPCOHAJIBHBIC  JTaHHBIC,
PE3IOMC KaHauaaTa.

YKa3aHHbIE B

CormacHo  Hacrosmiemy  [losjoxeHuto
MePCOHANILHEIC JaHHBIC 00pabaThIBAIOTCS C

4.1.

4.1.

4.2.

who are informed about the Company’s
products (for conducting surveys and marketing
research);

users registered for educational events;

beneficiaries;

private individuals for whom a pass to the
Company’s premises is issued.

4. PERSONAL DATA PROCESSING
PURPOSES, CATEGORIES AND LISTS
OF PROCESSED DATA

According to this Policy, personal data is

processed in order to assist in the employment
of the job candidates at the Company.

1 In accordance with the purpose specified in

clause 4.1 of this Policy, the Company
processes the following personal data of the
Company’s job candidates:

full name (last name, first name, patronymic
name (if any));
sex;

date (day, month, year) and place of birth;

photo;

information about citizenship;

education;

mobile phone number;

personal data listed in the candidate’s CV.

According to this Policy, personal data is
processed for the purpose of application and

10



IECJIBIO IIPUMCHCHUSA nu HCIIOJTHCHUA
TPYAOBOI'0 3aKOHOAATCILCTBA B paMKax
TPYAOBBIX n HWHBIX HCIIOCPCACTBCHHO
CBsA3aHHBIX C HHMH OTHOIHeHI/Iﬁ, B TOM
YUCJIIC:

- BEJCHHUS KaJApPOBOTO U OyXTraaTepcKoro
y4eTa;

- comeWcTBUS B OOy4YeHHWH, pa3BUTHH U
TIOBBIIIICHUY KBaTW(UKAIMH, YIPABICHUSI
KaJ[pOBBIM  TIOTEHIMAJIOM,  MPU3HAHUSI
3aCIyT;

- 3allUThI )KU3HU, 3JO0POBbs WJIHN MHBIX MOUX
JKU3HCHHO Ba’XHBIX MHTCPCCOB,

- [PemoCTaBICHHUS co CTOPOHBI
Pa6oronmarens HE YCTaHOBJICHHBIX
3aKOHOJATEILCTBOM rapaHTHi u
KOMIIEHCAIUI (obOcenoBanus,

MCIOUIUMHCKOI'0 CTpaxOoBaHHA, YIIPABJICHUA
INCHCUOHHBIMHU IIPpOrpaMMaMu U T.I[.);

- KOHTpOJSI ~ KOJHMYeCTBA W  KaudecTBa
BBITIOJTHSIEMO ~ PaboTHI, yIpaBIICHUS
pacxojamMu (B 4YacTH JICHEKHBIX CPEICTB,
BBIIAaHHBIX B TEPUOMN  CITy)KEOHBIX
KOMaHIHUPOBOK);

- obecriedyeHHs COXPaHHOCTH HMYIIECTBA
Paboropmarens, ans moctyma B CITy>KeOHBIE
nometeHust Paboromarens;

- ofecrreueHns (PUHAHCOBO-DPKOHOMHYCCKOM
nesiTennbHoCcTH PaboTomaTens;

cHCTEMaM uT u
uHGPACTPYKTYpE PaGoromarens,
yOpaBJIeHUsT WMH W WX  3allWThI,
MIPEIOCTABIICHHS YCIIYT CBSI3M, TaKHX Kak
QJIGKTPOHHAS TMOYTa U TeledOH, JOCTYI B
HuTepHer.

- JocTyna K

4.2.1 B COOTBETCTBUM C LIENbI0, YKa3aHHOH B TI.
4.2 nmactosuero Ilomoxkenus, B OO1mecTse
00pabaThIBarOTCS CJIeTyIOIINe
NEpPCOHAJILHBIE JaHHBIE:

- (amunus, uMs, OTYeCTBO (IIpH HAIHYHH), &
TaKxKe MpexHUe (GaMuIusi, UMs, OTYECTBO

4.2.1

enforcement of the labor legislation under labor
relationships and other relationships directly
related to them, including:

HR and accounting management;

assistance in training, development and career
enhancement, talent management, recognition
of services;

protection of my life, health or other vital
interests;

provision of guarantees and compensations not
established by law by the Employer (medical
examination, medical insurance, pensions
programs management, etc.);

control of quantity and quality of the work
performed, costs management (for those
incurred during business trips);

safekeeping of the Employer’s property, access
to the Employer’s office premises;

ensuring business activity of the Employer;

access to the Employer’s IT systems and
infrastructure, their =~ management and
protection, provision of communication
services, such as email and telephone, Internet
access.

In accordance with the purpose specified in
clause 4.2 of this Policy, the Company
processes the following personal data:

full name (last name, first name, patronymic
name (if any)), and former full name (last

11



(TIpu HaTMYMHK), TaTa ¥ MECTO WX M3MEHEHUS
(B citydae U3MEHCHHS);

TIOJI;

mata  (9UCIIO, MeCAIl, TOX) H  MECTO
POXKJICHUS,

¢$oTo 1 BUIEO N300paKeHHUE;
CBEJICHHUS O I'PaXKIaHCTBE;

BUI, cepus, HOMED JIOKYMEHTa,
YIOCTOBEPSIOLIETO JUYHOCTb,
HAaMMEHOBaHUE OpraHa, BBIIABIIEIO €ro, JaTa
BbIJIa4H;

JlAaHHBIE ~ JIOKYMCHTA, TOJTBEPIKIAFOIIETO
PETHCTPAIMI0 B CHCTEME WHAWBUIYaTBHOTO
(mepcoHn(UIMPOBAHHOTO) yUeTa (CTpaxoBoOit
HOMEpP WHJMBHYaJIbHOTO JIMIIEBOTO cYeTa
(CHUIIC));

UACHTU(UKAIMOHHBII HOMEP
Hajoromiarensmuka (MHH);

aZipec pEerucTpalyy IO MECTy KUTEIbCTBA
(mecty mpeObIBaHMs), agpec (PaKTHUIECKOTO
HPOXKMBAHHUS;

HOMEp KOHTAaKTHOro TenedoHa,  ajpec
3JICKTPOHHON TOYTHl W (WJIM) CBEIACHHS O
JIPYTHX CcIIoc00ax CBSA3H;

PEKBU3UTEI CBUACTCIIBECTB o
FOCYI[apCTBCHHOP’I peructpanuun aKTOB
TPa’)KAaHCKOTI'O COCTOAHUSA U COACPIKALIUCCH
B HUX CBCICHUA,

CBEJICHHUS O CEMEWHOM TIOJIOKCHHUH, COCTAaBE
ceMbH (CTENCHb POJICTBA, (haMWINU, NMECHA,
oTdyectBa (TIpW HAJIWYHMH), HOaTHl (YHCIIO,
MECSIII, TOJ) K MECTa POXKICHIS);

cBemeHnss 00  oOpasoBaHmMM W (WMJIHN)
KBATN(HUKALNHA WIN HAIWIAU CIICIHAIBHBIX
3HaHUK (B TOM 4YHCIe HauMCHOBAaHHE
o0pa3oBaTeIbHOM u (nm) MHOH
OpraHM3alii, TOJ OKOHYaHMSA, YPOBEHb
o0Opa3oBaHMs, KBaIU(PHUKALHUS, PEKBU3UTHI

name, first name, patronymic name (if any)),
date and place of their change (if any);

sex;

date (day, month, year) and place of birth;

photo and video;
information about citizenship;

document of identification type, series, number,
name of the issuing authority, date of issue;

details of the document evidencing the
registration in the system of individual
(personalized) reporting (personal insurance
account number (SNILS));

- individual taxpayer identification number
(TIN);

address of registration at the place of residence
(place of stay), actual residence address;

contact phone number, e-mail address and (or)
information about other communication means;

details of state registration certificates of vital
records and information contained therein;

information about marital status, family
members (degree of kinship, full names (last
names, first names, patronymic names (if any)),
dates of birth (date, month, year) and places of
birth);

information about education and (or) skills or
special knowledge (including name of the
educational and (or) another organization, year
of graduation, level of education, qualification,
details of the document on education, training);

12



JIOKyMeHTa 00 00pa30BaHNH, OOyICHHH);

I/IH(l)OpMaLII/IH 0 BJIaACHHU HWHOCTPAHHBIMH
SI3bIKAMM,

CBeZIeHHs OO0 OTHOIIEHHWH K BOWHCKOM
00s3aHHOCTH, O BOMHCKOM YYe€Te W
PEKBU3UTHl JOKYMEHTOB BOMHCKOIO yueTa
(cepumsi, HOMEp, nmaTa BBIAAYM JIOKYMEHTA,
HAaUMEHOBaHUE OpraHa, BBIIABIIIETO €T0);

CBCJICHHS O TPYAOBOM JEATEILHOCTH, a
Takke MHOOPMAIUS O MPEIbIAYIIAX MECTax
paboTHI, TEpHOIax M CTaKE PabOTHI;

CBEJICHHUA, COJEpXKaIlluecs B JOKYMEHTaXx,
JIAIONINX MPaBO Ha MPeObIBAHUE U TPYIAOBYIO
NeATeTLHOCTh Ha Tepputopun PO (ms
WHOCTPAHHBIX TpaXKJaH, NPEOBIBAIONINX B
P®);

CBEJICHUS, COACpXKAIIUeCs B pa3pelIcHUH Ha
BpEMEHHOE TIpoXuBaHWe B PO  (mus
WHOCTPaHHBIX rpaxaH, BPEMEHHO
npoxuBarImux B PD), Buie Ha KUTEIBCTBO
(mns MHOCTPAHHBIX TPaXAaH, IOCTOSHHO
pokuBaromux B PD);

CBCIACHHUA O J0XO0Jdax, 00s13aTeIbCTBAX 110
HCIIOJTHUTCIIBHBIM JOKYMCHTAM;

HOMEpa pacyeTHOro cyera, OaHKOBCKOMN
KapThI,

CBCJICHHS O COCTOSIHUM 3JIOPOBBS (I
OTJIENbHBIX KaTeropuié pabOTHUKOB H B

LEJSIX coOuroieHus Mep o
MIPEIOTBPALIEHHUIO pacnpocTpaHeHHs
KOPOHaBUPYCHOM UHDEKIMN (ecnu

NPEAYCMOTPEHO 3aKOHOIATEITLCTBOM);

CBEJICHUS O JICTOBBIX U HWHBIX JIMYHBIX
KayecTBaX, KOTOPbIE HOCAT OIICHOYHBIH
XapakTep;

CBEJCHUS O J0XOJaX, O OepeMEHHOCTH B
LENSIX MIPEIOCTaBICHUS CTaHIAPTHBIX
HAJIOTOBBIX BBIYETOB, PAa3IMYHBIX JIBIOT U
pacueTa JIMCTOB HETPYAOCIOCOOHOCTH;

TCJ'IC(I)OHHBIC MEPETOBOPLL (B 4qacTu,

information about knowledge of foreign
languages;

information related to military duty, military
registration and details of military registration
documents (series, number, date of issue, name
of the issuing body);

information about employment, as well as
information about previous job places, time and
work experience;

information contained in documents granting
the right to reside and work in the Russian
Federation (for foreign citizens residing in the
Russian Federation);

information contained in the permit for
temporary residence in the Russian Federation
(for foreign citizens temporarily residing in the
Russian Federation), residence permit (for
foreign citizens permanently residing in the
Russian Federation);

information about incomes, obligations under
executive documents;

bank account number, bank card number;

health information (for certain categories of
employees following measures that prevent the
spreading of the coronavirus infection (if
established in the law);

information about business and other personal
qualities that are evaluative in nature;

information about incomes, pregnancy for
providing standard tax deductions, various
benefits and sick lists calculation;

telephone conversations (related to job

13



Kacatoleics BBITOJTHEHUSA TPyJ0BOI
(byHKIIMM), TUCHMEHHBIE W JJICKTPOHHEIC

COOOIIIEHUS (B 4actwm, Kacaroleucs
BBITIOJTHEHHS TPYIOBOM (OyHKIIUH),
MHGOPMAIUIO B OTHOIICHUH JUCIMILIMHBI Ha
paboyem MECTE u HapYIICHUSIX

3aKOHOAAaTCIbCTBA UJIN ITOJIUTUKHW KOMITAHWH.

- UWHBIE TIEPCOHANbHBIC JIAHHBIE, KOTOPHIE
paboTHUK caM MoXkenaad cooOUHTh O cebe, u
00paboTKa KOTOPBIX COOTBETCTBYET ILIETH
00paboTku, mpemycMoTpeHHOW 1. 4.2
ITonoxenus.

4.2.2 Pabotuk  mpeacraBmser  OOmecTBy
JIOCTOBEpHEIE cBeAcHUs o0 cebe. OOmEecTBO
HPOBEPSET TOCTOBEPHOCTh CBEICHUH, CBEPAs
JaHHble, NpeACTaBICHHbIE PAaOOTHUKOM, C
UMCIOIIUMHCS Y PabOTHUKA JOKyMEHTaMHU.
IIpencraBnenne pabOTHUKOM  ITOJUIOKHBIX
JOKYMEHTOB WM JIOKHBIX CBEACHUH mpHU
NOCTYIUIGHUM ~ Ha  paboTy  sIBiIsSeTCs
OCHOBAaHUEM JUISI PACTOPKEHUS TPYIOBOTO
JI0TOBODA.

42.1 Ilpm nepemaye MNEPCOHATBHBIX TAHHBIX
pabotHuka OOMmEcCTBO AOMKHO COOIONATH

ciemyromue TpeOOBaHuUS:

- HC C006H.IaTI> NEpCOHAIBHBIC JaHHBIC

paboTHuKa TpeTbeit CTOpOHE oe3
IUCHbMEHHOTO  coryiacusi pabOTHHKa, 3a
UCKIIOYCHHEM  Clly4aeB,  KOrja  3TO

HEOOXOOUMO B LEJAX MNpenyNnpesKACHUs
yIpo3bl JKU3HW W 3JI0POBBIO Pa0OTHHKA, a
Takke B  CHOy4yasX,  YCTaHOBJIEHHBIX
(henepanbHBIM 3aKOHOM;

- He coo0m@arh TEepCOHANbHBIC  JIaHHBIC
pabOTHHKA B KOMMEPYECKHX IEIIIX Oe3 ero
MUCHMEHHOT'O COTJIACHS;

- IpexynpeauThb JIUII, TIOJTYYATOTIIHX
NEePCOHANBHBIC JIaHHBbIE PaOOTHHKA, O TOM,
YTO 3TH JIaHHBIC MOTYT OBITH HUCIOJIH30BAHBI
JIUIIG B EJAX, I KOTOPBIX OHU COOOIICHBI,
U TpeOOBaTh OT ATHX JIMIl TOATBEPIKICHUS
TOTO, YTO 3TO TpaBmio cobmoaeHo. Jluma,
MOJTyYaIOIIHe MepPCOHATILHBIC JTAaHHBIE
paboTHuKa, 00s13aHbI coOro1aTh
KOHQHICHIMAILHOCTD. J[aHHOE MOJOXEeHUE

performance), written and electronic messages
(related to job performance), information
regarding the conduct of the employee at the
place of work and violations of legislation or
the company’s policy;

another personal data that the employee
provided voluntarily, processing of which
complies with the processing purpose
established in clause 4.2 of the Policy.

4.2.2 The Employee should provide reliable

information about themselves to the Company.
The Company should verify reliability of the
information by comparing data provided by the
employee with their available documents. If the
employee, applying for a job, submits forged
documents or false information, it is the basis
for termination of the employment contract.

4.2.3 When transferring personal data of an

employee, the Company must comply with the
following requirements:

to transfer the employee’s personal data to a
third party only with their written consent,
except in cases when it is required to prevent
threats to the life and health of the employee, as
well as in cases established by the federal law;

to transfer the employee’s personal data in
commercial purposes only with their written
consent;

to notify persons receiving the employee’s
personal data that this data may only be used
for the purposes for which it was obtained, and
to require these persons to confirm observance
of this rule. Persons receiving the employee’s
personal data must maintain confidentiality.
This provision does not apply to the exchange
of the employees’ personal data in accordance
with the procedure established by the federal
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4.3.

4.3.

HE pacrpocTpaHseTcs Ha oOMeH
MEPCOHANBHBIMU  JIAHHBIMH PAOOTHHKOB B

MOPSAZKE, YCTAHOBIEHHOM (heaepaibHBIMU
3aKOHAMHU;
paspemiaTh  IOCTYIl K  TI€PCOHAJHHBIM

JTAHHBIM PaOOTHHKOB TOJIBKO CIICIIUATBHO
VIIOJITHOMOYCHHBIM  JIUIIAM, TIPH  3TOM
yKa3aHHBIC JUIA JOJDKHBI HMMETh TIPaBO
MOJIy4aTh TOJBKO T€ MEPCOHAIBHBIC JTaHHBIC
paboTHUKA, KOTOpbIE HEOOXOAUMBI IS
BBITIOJTHEHUSI KOHKPETHBIX (DYHKIIHIA;

HE 3ampammnBaTth HHPOPMAIHIO O COCTOSHUI
3I0pOBbsl pabOTHHKA, 38 HMCKIIOUYEHHEM TeX
CBEJICHHI, KOTOPBIE OTHOCATCS K BOIPOCY O
BO3MOXXHOCTH  BBIITOTHEHUSI  Pa0OTHHKOM
TPYAOBOH (QYHKIIIH;

nepeaaBaTh NepCOHANILHBIE JaHHbIC
pabOTHHKA TIPEACTABUTEIISIM PAOOTHHUKOB B
NopsIIKe, YCTaHOBJICHHOM TpynoBem
kogekcoM Poccuiickoit  @Denepaunu, U
OTpaHMYMBATh 3Ty WHMOPMAIUIO TOJIBKO
TEMU TIePCOHAIHHBIMU TaHHBIMU PaOOTHUKA,
KOTOpble HEOOXOIWUMBI JJisl  BBINIOJTHEHUS
YKa3aHHBIMH TIPEICTABUTEISIMU HX (PYHKITHA.

CornacHo HACTOSIIIEMY [Monoxenuto
nepcoHaNbHbIe JaHHbIE KiIreHToB OOmecTBa
00pabaThIBalOTCS C LENbI0 OKa3aHHSI UM
KOMMEPUYECKHX YCIYT TIO0 TOPTOBIIE ONTOBOM
(dapManeBTUYECKON MOpOXyKIMEH u AT
peanuzanMyi MHOH JESTENbHOCTH COTJIacHO
00IIePOCCHICKOMY KJIaCCU(PHUKATOPY BHJIOB
skoHOMUYeCcKOi nesarenpHOCTH (OKBO/).

1 B cooTBeTCTBUU C LIENBIO, YKa3aHHOM B II.
4.3 macrosgmiero Ilonoxkenus, B OOmecTBe
00pabaThIBarOTCS CIIeMyIOIre
MIEPCOHANTLHBIC JAHHBIC KIIMEHTOB:

(dhamunus, uMs, 0T4eCTBO (TIPU HAIUYHN);

I0JI;
Jata  (4UClIO, MecCsAl, TOoX) M  MECTO
POXKICHUS;

BHI, cepus, HOMED JIOKYMEHTA,

4.3.

4.3.

laws;

to allow access to the employees’ personal data
only for designated authorized persons; at that,
these persons should be entitled to receiving
only that personal data of the employee that is
necessary to perform specific functions;

not to request information about the employee’s
health, except for information related to the
possibility to perform job functions by the
employee;

to transfer the employee’s personal data to the
employees’ representatives in accordance with
the procedure established by the Labor Code of
the Russian Federation, and limit this
information only to that personal data of the
employee that is necessary for representatives
to perform their functions.

According to this Policy, personal data of the
Company’s customers should be processed for
the purpose of providing them with commercial
services in wholesale of pharmaceutical
products and for implementation of other
activities in accordance with the All-Russian
Classifier of Economic Activities (OKVED).

1 In accordance with the purpose specified in
clause 4.3 of this Policy, the Company
processes the following personal data of
customers:

full name (last name, first name, patronymic
name (if any));

sex;

date (day, month, year) and place of birth;

document of identification type, series, number,
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44.

4.4.1

YAOCTOBEPAIOIIECTO JIMYHOCTD,
HaMMCHOBAHUC OpraHa, BBIAABIICTO €r0, JaTa
BbIA4H,

ajJipec pPErHucCTpaIy o
(MecTy peOBIBaHMSA);

MECTY XUTCJIBCTBa

HOMEpP KOHTaKTHOTO
3JICKTPOHHOM TIOYTHI H
JIPYTHX CcIIoco0ax CBSA3M;

tenedona, ampec
(wn) cBemeHUS O

HOMEpPAa PacuyeTHOTO 0aHKOBCKOM

KapThbI;

cyerTa,

CBEIICHUSA O COCTOSHHHM 3I0POBBS (B IEIAX
COOJFOICHUST Mep 1O TMPEAOTBPALICHUIO

pactpocTpaHeHUs KOPOHABUPYCHOH
UHQEKIHN (ecnm MPEIyCMOTPEHO
3aKOHOIATEIHCTBOM));

WHBIC MIEPCOHAIILHBIC JTaHHEIC,
coaepKamecs B JIOKYMEHTaX,

NpE/ICTABICHHE KOTOPBIX IPEIyCMOTPECHO
3aKOHOATEIBCTBOM, €CIIH O00pabOTKa ATHX
JIAHHBIX COOTBETCTBYET IeMH OO0paboTKH,
mpeaycMoTpeHHOH 11. 4.3. [TomoxxeHus.

CoracHo HACTOSIIIEMY ITonoxenuto
MEPCOHANILHBIC JTaHHBIE 00pabaTHIBAIOTCS C
IETBI0 3aKITIOYCHHS TPakIaHCKO-TIPABOBBIX
JTOTOBOPOB (B TOM YHCIIE ¥ C CAMO3aHSITHIMH,
WH/IMBH]TY AJIbHBIMU TIPEPUHUMATEIISIMU ).

B cooTBeTcTBUU C 1IENBIO, YKa3aHHOM B T1.
4.4. nacrosmero Ilonoxkenns, B OOmecTBe
oOpabatbIBatoTCs cJeIyroIne
MEPCOHANILHBIC JaHHBIE WCIIOJHUTENICH I10
rPaXKAaHCKO-TIPABOBOMY JIOTOBOPY:

(dhaMums, uMsi, OT4eCTBO (IIPU HAIMYHH), a
TaKkkKe NpexHue (paMuius, UMs, OTYECTBO
(TIpu HaTMYHHK), TaTa © MECTO WX M3MEHEHUS
(B ciryuae m3MeHEHH);

I0JI;
Jata  (4UClIO, MecCsAl, TOoX) M  MECTO
POXKICHUS;

- CBCACHUS O I'PAXKIAHCTBEC,

44.

4.4.1

name of the issuing authority, date of issue;

address of registration at the place of residence
(place of stay);

contact phone number, e-mail address and (or)
information about other communication means;

bank account number, bank card number;

health information (for following measures that
prevent the spreading of the coronavirus
infection (if established in the law));

another personal data contained in documents
submission of which is required by law, if
processing of this data corresponds to the
processing purpose specified in clause 4.3. of
the Policy.

According to this Policy, personal data is
processed for the purpose of concluding civil
law contracts (including with self-employed,
individual entrepreneurs).

In accordance with the purpose specified in
clause 4.4 of this Policy, the Company
processes the following personal data of
responsible parties under a civil law contract:

full name (last name, first name, patronymic
name (if any)), and former full name (last
name, first name, patronymic name (if any)),
date and place of their change (if any);

sex;

date (day, month, year) and place of birth;

information about citizenship;
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4.5.

BHI, cepus, TIOKyMEHTA,
YIOCTOBEPSIOLIETO JINYHOCTD,
HAaMMEHOBaHUE OpraHa, BBIIABIIEIO €ro, JaTa
BBIJIAYH;

HOMED

CTpaxoBOH HOMED WUHIUBUTYATEHOTO
muteBoro cuera (CHUJIC);
WICHTH(HUKAMOHHBIH HOMED

Hajoromiarensmuka (MHH);

aZipec pEerucTpalyy IO MECTY KHUTEIbCTBA
(mecty mpeObIBaHMs), agpec (PaKTHUIECKOTO
HPOXKUBAHHUS;

HOMEpP KOHTAaKTHOTO TenedoHa, ajapec
3JICKTPOHHON TOYTHl W (WJIM) CBEICHHS O
JIPYTHX CIIOc00ax CBSA3H;

CBEJICHHS, CONEpIKaIlliecs B pa3pelieHny Ha
BPpEMECHHOE MpoxuBaHue B PD  (mig
HMHOCTPaHHBIX TpaKJaH, BPEMEHHO
MpOKUBaOIMKX B PD), BUIEe Ha JKUTEITHCTBO
(mns  MHOCTpAHHBIX TPaXKJaH, IOCTOSHHO
npoxuBaromux B PD);

CBEJECHHUS O J0XO0JaX, 00s3aTeIbCTBaX IO
WCITOJTHATEILHBIM IOKYMEHTAM;

HOMEpPAa PacuyeTHOTO 0aHKOBCKOMH

KapTHI;

cyerTa,

CBEIICHUSA O COCTOSIHHH 3J0POBBS (B IEIX
COOJFIOICHUST Mep 1O TMPEAOTBPALICHUIO

pacnpocTpaHeHHs KOpPOHaBUPYCHON
UHDEKIH (ecnu IIPESYCMOTPEHO
3aKOHOJATEIbCTBOM);

WHBIC MepCOHAJIbHBIE JIaHHBIEC,
coJepKalecs B JOKyMEHTaX,

NpE/ICTABICHUE KOTOPBIX IPEIyCMOTPECHO
3aKOHOATEIBCTBOM, €CIIH O0padOTKa ATHX
JIAaHHBIX COOTBETCTBYET 1M OOpabOTKH,
npeaycMoTpeHHoH 11. 4.4. [TomoxeHus;

CornacHo HAaCTOALLEMY [Tonoxenuto
MIEPCOHANILHBIC JIAHHBIC (PU3UYCCKHUX JTUI]
00pabaTBIBAIOTCS C METBI0 HHPOPMUPOBAHUS
0 npoaykrax  OOmectBa  (BKItouas
MaTepuanbl O HOBUHKAaX W CPAaBHUTEIBHEIC

4.5.

document of identification type, series, number,
name of the issuing authority, date of issue;

personal insurance account number (SNILS);

individual identification number

(TIN);

taxpayer

address of registration at the place of residence
(place of stay), actual residence address;

contact phone number, e-mail address and (or)
information about other communication means;

information contained in the permit for
temporary residence in the Russian Federation
(for foreign citizens temporarily residing in the
Russian Federation), residence permit (for
foreign citizens permanently residing in the
Russian Federation);

information about incomes, obligations under
executive documents;

bank account number, bank card number;

health information (for following measures that
prevent the spreading of the coronavirus
infection (if established in the law));

another personal data contained in documents
submission of which is required by law, if
processing of this data corresponds to the
processing purpose specified in clause 4.4. of
the Policy.

According to this Policy, personal data of
natural persons is processed for informing
about the Company’s products (including
materials about new products and comparative
data, invitations to events.)
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JaHHble, MpPHUIVIALIEHUS K YYacTHIO B
MEPONPUATHUSAX )

4.5.1 B cooTBercTBHH C Lenblo, ykazanHoi B . 4.5.1 In accordance with the purpose specified in

4.5. wnactosmero Ilomoxkenus, B OOIiecTse clause 4.5 of this Policy, the Company
00pabaThIBAIOTCS CIIEIYIONINE TePCOHATHHBIC processes the following personal data:
JTAaHHBIC:

- amuaus, UMs, 0TYECTBO (IIPHU HATUYIHH); - full name (last name, first name, patronymic

name (if any));

- HOMEp KOHTakTHOro TenedoHa, aapec - contact phone number, e-mail address and (or)
9JIEKTPOHHON TMOYTHl M (WJIM) CBEACHUS O information about other communication means;
JIPYTUX CIIOCO0ax CBS3H.

4.6. CornacHo HaCTOSAIIEMY Ionoxennto 4.6. According to this Policy, personal data is
NepCOHANBHBIE JaHHBIE 00PadaThIBAIOTCS C processed for the purpose of conducting
LENbI0  MPOBEACHUS  00pa3oBaTeIbHBIX educational events (for users registered for the
MEpOTIPUATHI (s TOJIB30BATEIICH, Company’s educational events).

3aperuCTpUpPOBaHHBIX Ha 00pa3oBaTENbHBIC
Mmepomnpustusi O0mecTsa).

4.6.1 B cOOTBETCTBHH C II€JbI0, yKazanHoU B 1. 4.6.1 In accordance with the purpose specified in

4.6. nacrosmero Ilonmoxenus, B OOmecTBe clause 4.6 of this Policy, the Company
00pabaThIBalOTCSl CIEIYIOUINE IEepCOHANBHBIE processes the following personal data of users
JIaHHBIC TTOJIb30BATENICH, 3aPETUCTPUPOBAHHBIX registered for educational events:

Ha 00pa3oBaTeIbHBIE MEPOTTPHUATHS:

- amumms, uMs, 0TYECTBO (IIPU HATUYHH); - full name (last name, first name, patronymic
name (if any));

- HOMEp KOHTakTHoro TejedoHa, aapec - contact phone number, e-mail address and (or)
3JIEKTPOHHON TMOYTHl M (WJIM) CBEACHUS O information about other communication means;
JPYTUX CIOCo0ax CBS3H.

4.7. CormacHo HACTOSIIIEMY [Tonoxenuto 4.7. According to this Policy, personal data is
NepCOHANBHBIE JaHHBIE 00padaThIBAIOTCS C processed for the purpose of fulfillment of the
LEJBI0 BBITIOJIHEHUS 00s13aHHOCTEH beneficiaries’ obligations.

BBITOJIOTIPHOOPETATEIISIM.

4.7.1 B cooTBeTcTBUU C Lieiblo, yka3zanHoi B . 4.7.1 In accordance with the purpose specified in

4.7. nacrosmero Ilonoxenus, B OOmecTBe clause 4.7 of this Policy, the Company
00pabaThIBalOTCS CJICIyIOIINE processes the following personal data of
MIEPCOHATILHBIC JTAaHHBIC beneficiaries:

BBITOJOIIPHOOpETaTECH:

- amunus, uMs, 0TYECTBO (IIPU HATUYHH); - full name (last name, first name, patronymic
name (if any));

- gmara (umcio, Mecsn, rox) um  Mmecto -  date (day, month, year) and place of birth;
POXKACHMUS;
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- BHJ, cepus, JIOKYMEHTA,
YAOCTOBEPSIOIIETO JIMYHOCTD,
HalMEHOBAaHUE OPraHa, BBIIABIIETO €ro, 1aTa
BBIJIAYH.

HOMED

4.8. CormacHo HACTOSIIIEMY [TonoxeHuto
NepCOHANBHBIE JaHHBIE 00PadaThIBAIOTCS C
HeNbI0  BBIJAYM  (PU3UUECKHM  JTUIAM
mpoIrycka Ha Teppuropuro OOmiecTsa.

4.8.1 B COOTBETCTBHH C LIENBIO, YKA3aHHOM B II.
4.8. nactosero Ilonoxkenus, B OOImiecTse
o0OpabaTsIBalOTCA cJemyromme

INEPCOHAIILHBIC TaHHBIC (1)I/IBI/I‘leCKI/IX JINIT:

- amuaus, UM, 0TYECTBO (IIPU HATUYHH);

5. HOPAAOK OBPABOTKMH
HNEPCOHAJIBHBIX JAHHBIX

5.1.lo0 mnHavama 00pabOTKHM TEPCOHATHHBIX
naHHelx  OOImIeCTBO 00s3aHO  YBEJAOMHTH
PockoMHan30p 0 HaMepeHUWH OCYIIECTBIATH
00paboOTKy  MEpCOHANBHBIX  JaHHBIX B
COOTBETCTBHHU c TpeOOBaHUSIMH
®enepanpHoro 3akoHa ot 27.07.2006 N 152-
D3 «O mepCoHaTBHBIX JAaHHBIXY.

5.2.00paboTka TMEpPCOHAIBHBIX  NAaHHBIX B
OOmiecTBe  BBIMOMHSETCS  CIEAYIOLIMMHU
crocodamu:

- cMmemradHas ~— oOpaboTka  MepCOHATBHBIX
JIAHHBIX.

5.3.06paboTka CHEIUATBHBIX KaTeropui
NEPCOHANBHBIX  JIAHHBIX,  KaCaroIUXCs

pacoBOi, HAIMOHAIBHOW MNPUHAJICKHOCTH,
MOJIUTUYECKUX B3TJISIOB, PEIUTHO3HBIX WU

dunocopckux  yOSKIACHHH,  COCTOSHHS
3JI0POBBS, UHTUMHOMN KHU3HH, HE
JIOITYCKAeTCsI, 3a WCKIIOYEHUEM CITydYaes,

KOTJ]a CYOBEKT MEePCOHAIBHBIX JAHHBIX Al
corilachie B THCbMEHHOW (Qopme Ha
00pabOoTKy CBOMX NEPCOHATBHBIX JaHHBIX (1
B HWHBIX  ClydYasX, yKa3aHHBIX B
3aKOHOIaTEILCTBE).

- document of identification type, series, number,
name of the issuing authority, date of issue.

4.8. According to this Policy, personal data is
processed for the purpose of issuing a pass for
the Company’s premises to individuals.

4.8.1 In accordance with the purpose specified in
clause 4.8 of this Policy, the Company
processes the following personal data of natural

persons:

- full name (last name, first name, patronymic
name (if any));

5. PROCEDURE FOR PERSONAL DATA
PROCESSING

5.1. Prior to start of personal data processing, the
Company must notify Roskomnadzor of its
intention to process personal data in accordance
with the requirements of Federal Law No. 152-
FZ “On Personal Data” dated July 27, 2006.

5.2. The Company processes personal data in the

following ways:

- combined processing of personal data.

5.3. Processing of special categories of personal
data concerning race, nationality, political
views, religious or philosophical beliefs, health
status, intimate life is not allowed, except in
cases when the personal data subject has given
a written consent to the processing of their
personal data (and in other cases established in

the legislation).
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5.4.Cormacue Ha 00pabOTKy TEpCOHATHHBIX
JTAHHBIX, pa3peleHHbIX CcyOBEKTOM
MEPCOHATBHBIX JTAHHBIX TSt
pacripocTpaneHus, odopMiIseTcsl OTIEIBHO
OT WHBIX COTNIachil cyOBhEKTa MEePCOHATBHBIX
JIAHHBIX Ha 00pabOTKy €ro MmepcOHAIBHBIX

naHHbiX. OmnepaTop 00s3aH  00ecHeYnTh
CyOBeKTYy MEPCOHAIBHBIX JTAHHBIX
BO3MOKHOCTh OTIpE/ICNTh nepedeHb
NEPCOHANBHBIX  JAaHHBIX 1O  KaKAOH
KaTerOpHU MEPCOHATBHBIX JAHHBIX,
YKa3aHHOM B corjacuum Ha 0O0paboOTKy
MEPCOHANBHBIX  JAHHBIX,  Pa3pPEHICHHBIX
CyOBEKTOM TMEPCOHAJBHBIX JAHHBIX IS
pacnpoCTpaHeHUSL.

5.5.buomerpuyeckue MEpPCOHANbHBIC TaHHBIC

MOTYT 00pa0aThIBAThCS TOIBKO MPU HATHYUH
corjacusi B THCHMEHHOU (opMme cyOBeKTa
MEPCOHANLHBIX JIaHHBIX, 32 HCKJIFOUYEHUEM

CITydJacs, MPEyCMOTPESHHBIX
3aKOHOIaTEILCTBOM. [Ipenocrapnenue
OMOMETPUYCCKUX MEPCOHATBHBIX JaHHBIX HE
MOYKET OBITh 00s13aTEIbHBIM, 3a

WCKJIIOYEHNEM CIIy4aeB, MPeTyCMOTPEHHBIX
3aKoHoJarenbcTBOM. Oneparop He BIpaBe
OTKa3bIBaTb B OOCIYXMBaHHH B CIlIydyae
OTKa3a CcyOBbeKTa MEpCOHAJBbHBIX JaHHBIX

peaoCTaBUTh 6HOMeTpI/I‘IeCKI/Ie
NepCOHANbHBIE JaHHble W (WIM) JaTh
corylacie Ha 00pa0OTKy MEepCOHANBHBIX
JaHHBIX, c€Cciin B COOTBETCTBHUU C
(henepanbHBIM 3aKOHOM [I0JIy4YEeHHE
Omneparopom corimacus Ha  00pabOTKy
NEPCOHAIBHBIX JaHHbIX HEC ABJISICTCA
00513aTEIbHBIM.

5.6. OO1IECTBO OCYILECTBISIET TPAHCTPAHHYHYIO

nepegavyy — NEpPCOHANBHBIX  JaHHBIX B
COOTBETCTBHHU c TpeOOBaHUSIMH
3aKOHO/IATEIbCTBA.

5.7. Coop, 3aIHCh, CHCTEeMaTH3allns,
HaKOIUICHWE © yTOoyHeHHEe (OOHOBIICHUE,
U3MEHEHUE) TIePCOHANBHBIX JIAHHBIX B

Oo61ecTBe OCYIICCTBJIAIOTCA IMMOCPCACTBOM:

- TIOJIy4CHHUS OPUTMHAIOB JTOKYMEHTOB JHOO
AX KOIWH;

5.4.

5.5.

5.6.

5.7.

A consent to processing of personal data
approved by the personal data subject for
distribution is issued separately from other
consents of the personal data subject for their
personal data processing. The Operator must
provide the personal data subject with the
opportunity to determine a list of personal data
for each personal data category specified in the
consent to processing of personal data approved
by the personal data subject for distribution.

Biometric personal data may be processed only
with a written consent of the personal data
subject, except in cases provided for by law.
Provision of biometric personal data is never
mandatory, except in cases established by law.
The Operator has no right to refuse service if
the personal data subject refuses to provide
biometric personal data and (or) a consent to
personal data processing, if, in accordance with
the federal law, the Operator is not obliged to
obtain a consent for personal data processing.

The Company carries out cross-border transfer
of personal data in accordance with the
requirements of the legislation.

The Company collects, records, systemizes,
accumulates and clarifies (updates, modifies)
personal data through:

receiving original documents or their copies;
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- KOIMUPOBAHUA OPUTHHAIIOB TOKYMCHTOB;

- BHECEHHUS CBEICHWI B y4yeTHbICe (OPMBI Ha
OyMaKHBIX U 3JIEKTPOHHBIX HOCUTEIISIX;

- CcO3maHus JIOKyMEHTOB, coJiepKaIImx
MePCOHANLHBIC JaHHBIC, HAa OyMaXHBIX U
SJICKTPOHHBIX HOCUTEIISIX;

- BHECCHUS  IIEPCOHAIBHBIX  JaHHBIX B
MH(POPMALMOHHBIE CHCTEMBI IMEPCOHATBHBIX
JIaHHBIX.

6. CPOKH OBPABOTKHA "
XPAHEHUS NEPCOHAJIBHBIX
JAHHBIX

6.1.00paboTKa MEPCOHANBHBIX  JaHHBIX B
OOmiecTBe TpeKpamaeTcs B CIACAYIOIMIHX

CITyJasx:

- 10 WCTCYCHHHM CpPOKa JCUCTBUS WIH TIpPH
OT3bIBE CYOBEKTOM TIEPCOHAIBHBIX JTaHHBIX
corjlacusi Ha 00pabOTKy ero IepCOHATBHBIX
JIAHHBIX (32 HEKOTOPBIMU HCKITFOUCHHSIMH),
€CJIM B COOTBETCTBUHU C 3aKOHOJATEIIBCTBOM
0 TEPCOHATBHBIX MJAaHHBIX HX 00paboTKa
JIOITYCKaeTCsI TOJBKO C COTJIACHST;

- TpU BBISBICHWU (aKTa HENPaBOMEPHON
00paboOTKN TEePCOHANBHBIX MaHHBIX. Cpok
MpeKpanieHns: o0paboTKH - B TEUCHUE TPEX
paboumnx mHEH ¢ JaThl BBISBICHUS TaKOTO
(hakra;

- TpH JOCTIKCHUHU IeJIied mX 00paboTku (3a
HEKOTOPBIMHU HCKJIFOUCHUSMH, B TOM YHCIIE,

npeaAyCMOTPCHHBIMU 3aKOHOZLaTeJ'H:CTBOM).

6.2.IlepcoHasibHbIC TaHHBIC XpaHATCA B (GopMme,

MI03BOJISFOIICH OTPE/ICITUTh cyOBeKTa
MEPCOHANBHBIX JAHHBIX, HE JONbIIE, YeM
3TOr0 TPeOYIOT IeIU HUX 00pabOTKH.

HcknroueHueM  SIBIISTFOTCS CclIydyand, Koraga
CpOK XpaHCHHA ICPCOHAJIBHBIX JAaHHBIX

YCTaHOBJICH (henepanbHBEIM 3aKOHOM,
JIOTOBOPOM, CTOPOHOI KOTOPOTO
(BRITOTOTIPHOOpETATENIEM WM TOPYYHUTEIEM
1o KOTOPOMY ) SIBJISIETCSI CyOBEeKT

IEPCOHAIBHBIX JaHHBIX.

6.1.

6.2.

copying original documents;

entering information into accounting forms in
hard copy and electronic media;

creating documents containing personal data in
hard copy and electronic media;

entering personal data into personal data

information systems.

6. DURATION OF PERSONAL DATA
PROCESSING AND STORAGE

Personal data processing at the Company is
terminated in the following cases:

after expiration of the validity period or when
the personal data subject withdraws the consent
to processing of their personal data (with some
exceptions), if, in accordance with the personal
data legislation, processing is allowed only with
such a consent;

upon detection of illegal processing of personal
data. Processing will be terminated within three
business days from the date when it was
detected;

upon achievement of the processing purposes
(with some exceptions, including those
established by law).

Personal data are stored in the form allowing
for determination of the personal data subject
for no longer than the personal data processing
purposes require. There are exceptions when
the period of personal data storage is
established by the federal law or an agreement
to which the personal data subject is a party
(beneficiary or guarantor).
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6.3.TlepconanpHble JaHHBIE Ha OYMa)KHBIX
HocUTeNsIX XpaHstcs B OOIecTBe B TCUCHUE
CPOKOB XpaHEHUS JOKYMEHTOB, JIJIsi KOTOPBIX
3TH CPOKHU MIPeTyCMOTPEHBI
3aKOHOATEIBCTBOM 00 apXUBHOM jieiie B PO
(DenepanbhbIii 3akoH oT 22.10.2004 N 125-
®3 «O6 apxuBHOM jene B Poccuiickoit
Denepannuny, IIepeuens THIIOBBIX
YOpPaBICHYECKUX apPXUBHBIX JIOKYMEHTOB,
oOpasylomuxcss B Ipouecce AesTeIbHOCTH
TOCYyJapCTBCHHBIX OpraHosB, OpraHoB
MECTHOTO CaMOYTpaBICHUS W OPTraHU3aINH,
C yKa3aHHEM CpPOKOB WX XpaHeHHus (yTB.
IIpukazom PocapxuBa ot 20.12.2019 N
236)).

6.4.Cpok XpaHEHHUS TEPCOHANBHBIX JaHHBIX,

oOpabaTbiBaeMbIX B HMH(OPMAIMOHHBIX
cucTeMax MEPCOHATBHBIX JIaHHBIX,
COOTBETCTBYET CPOKY XpaHEeHUs
NEPCOHANBHBIX  JAHHBIX Ha  OYMa)KHBIX
HOCHTEIISIX.

7. MIOPAAOK BJIOKHPOBAHUA U
YHUUYTOXKEHUSA
HEPCOHAJIBHBIX JTAHHBIX

7.1. Ob6mmecTBO OJIOKHpyeT MIEPCOHAIILHBIC
JIAHHBIE B TIOPSAKE W Ha  YCIOBWSIX,
NpPeIyCMOTPEHHBIX 3aKOHOJATENLCTBOM B
00J1aCTH NEPCOHANBHBIX JTAHHBIX.

7.2. llpu  pocTwkeHun  mesned  0OpabOTKH

MEPCOHANLHBIX JAHHBIX WJIA B  CIy4ae

yTpaThl HEOOXOJMMOCTH B JIOCTHIKEHUH 3THUX

nenei MepCOHALHBIE JTAHHBIC

YHUYTOXKAIOTCS 7100 o0e3nmmuuBaroTcs (3a

UCKJTIOUCHHUEM CITy4aeB, TPETyCMOTPEHHBIX

3aKOHOM).

7.3. He3akoHHO TOIy4YeHHbIE MEpPCOHAJBHBIE

JaHHbIE WM Te€, KOTOpble HE SBISIOTCS

HEOOXOMMMBIMHA IS eI 00paboTKH,

YHHYTOXKAIOTCSI B TEUYEHHE CEeMU padoumx

OHEW cOo JHS TPEACTaBICHHA CYOBEKTOM

MIePCOHALHBIX JTaHHBIX (ero
MIPEICTABUTEIIEM ) MOATBEPKAAOIIUX
CBEICHUIL.

7.4. TlepconanbHble faHHBIE, 00PaOOTKA KOTOPHIX

6.3.

6.4.

7.1.

7.2.

7.3.

74.

Personal data in hard copy are stored at the
Company for periods established for documents
by the legislation on archival affairs in the
Russian Federation (Federal Law No. 125-FZ
“On  Archival Affairs in the Russian
Federation” dated October 22, 2004, List of
standard administrative archival documents
formed in the course of activities of state
bodies, local self-government authorities and
organizations, indicating storage periods
(approved by Order of the Rosarchive No. 236
dated December 20, 2019)).

The storage period for personal data processed
in personal data information systems
corresponds to the storage period for personal
data in hard copy.

7. PROCEDURE FOR PERSONAL DATA
BLOCKAGE AND DESTROYAL

The company blocks personal data in
accordance with the procedure and conditions
established in the legislation on personal data.

Upon achievement of the personal data
processing purposes or when achievement of
these purposes is no longer necessary, personal
data is destroyed or depersonalized (except in
cases established by law).

Illegally obtained personal data or data that is
not necessary for the processing purpose will be
destroyed within seven business days from the
date of submission of confirming information
by the personal data subject (their
representative).

Personal data, processing of which has been
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7.5.

7.6.

7.7.

7.8.

npekpaimeHa M3-3a e¢ HENpPaBOMEPHOCTH U

MIPaBOMEPHOCTh 00paboTku KOTOPBIX
HEBO3MOXKHO 00€CIIEYHTh, YHUUTOXKAIOTCS B
teueaue 10 paboumx mHEH ¢ JaTH

BEISIBJICHUS HEIIPABOMEPHOH 00pabOTKH.

[lepcoHanbHBIC JaHHBIE YHUYTOXKAIOTCS B
TeueHue 30 gHEl ¢ HATBl JOCTHIKECHUS LA
00paboTKHN, €ClM WHOE HE MPEeayCMOTPECHO

JIOTOBOPOM, CTOpPOHOM KOTOpOTO
(BRITOTOTIPHOOpPETATEIIEM WM TOPYYUTEIEM
1o KOTOPOMY) SBIISIETCS CyOBeKT

HIEPCOHAIBHBIX JaHHBIX, HHBIM COTJIallIeHUEM
Mexay HuM u  OOmiectBom b0  eciu
O6mecTtB0 He  BhpaBe 00pabaTbIBaTH
NepCcOHANbHBIE  JIaHHBIE 0e3  coracus
CyOBEKTa  NEpCOHAJBHBIX  JTaHHBIX  Ha
OCHOBAHHMSIX, NPeTyCMOTPEHHBIX
(henepaabHBIMU 3aKOHAMH.

[Ipu moCTIOKEHUM MaKCUMAILHBIX CPOKOB
XpaHEHUS JIOKYMEHTOB, coJIepIKaIIuX
NEePCOHANBHBIC  JIaHHBIE,  TIEPCOHAIBHBIC
JTaHHBIC YHUYTOXKAI0TCS B TeueHue 30 THEH.

[lepconanbHble  JaHHBIE  YHHUTOXAIOTCS
(ecmm wmx coxpaHeHHEe He TpeOyercs st
1eseit o0paboTKH MEepCOHATBHBIX JaHHBIX) B
teyeHue 30 ngHeH C JaThl MOCTYIUICHUS
OT3bIBa CYOBEKTOM NEPCOHAIBHBIX JaHHBIX
cormacust Ha uX 00paboTky. MHoe Moxer
npeaycMaTpuBaTh  JOTOBOP,  CTOPOHOIA
KOTOpOro  (BeIromompuobOperaTesieM WU
NOPYYHTENIEM 10 KOTOPOMY)  SIBJISIETCS
CyOBEKT TIEpCOHAJbHBIX JAHHBIX, HWHOE
coryameHue Mexay HUM u  OOmecTBoM.
Kpome Toro, mnepcoHanpHble  JaHHbBIE
VHHYTOXKAIOTCSI B YKa3aHHBIH CpOK, €CIH
OObmectBo HE BpaBe 0OpabaThIBaTh MX 0€3
coryiacusi CyObeKTa MEPCOHANBHBIX JaHHBIX
Ha OCHOBaHUSIX, MPEIyCMOTPEHHBIX
(dhenepanbHBIMH 3aKOHAMU.

OTt6op MaTepHaJIbHBIX HOCHTENEH
(IOKYMEHTBI, KECTKHE IUCKH,  (Iem-
HAaKOIUTEIW W T.I1.) W (WIN) CBEICHUUA B
MHQOPMAIIMOHHBIX CHCTEMAaX, COJAEPIKALINX
NepCOHANBHBIC JaHHbIE, KOTOPhIE MOJICKAT
YHUUYTOKEHUIO, OCYIIECTBIISIFOT
NoJpa3aeNeHNs Oomiectna,
00pabaThIBatoLIe IEPCOHATBHBIC JaHHBIE.

7.5.

7.6.

7.7.

7.8.

terminated due to its illegality or legal
processing of which cannot be ensured, will be
destroyed within 10 business days from the date
of detection of illegal processing.

Personal data is destroyed within 30 days from
the date of achievement of the processing
purpose, unless otherwise established in the
contract to which the personal data subject is a
party (beneficiary or guarantor), by another
agreement between them and the Company, or
if the Company is not entitled to process
personal data without a consent of the personal
data subject on the grounds established by
federal laws.

When maximum archiving periods for
documents containing personal data are
reached, personal data is destroyed within 30
days.

Personal data is destroyed (if its preservation is
not required for the purposes of personal data
processing) within 30 days from the date when
the consent for processing is withdrawn by the
personal data subject. Exceptions, provided in
agreement to which the personal data subject is
a party (beneficiary or guarantor), another
agreement between them and the Company, are
possible. In addition, personal data is destroyed
within the specified period if the Company is
not entitled to process this data without a
consent of the personal data subject on the
grounds established by federal laws.

The Company’s divisions that process personal
data select tangible media (documents, hard
drives, flash drives, etc.) and (or) information in
information systems containing personal data
that are subject to destroy.
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7.9. YHUUTOXKEHUE  JOKyMEHTAIIMH  JOJDKHO
MPOBOJUTLCS  TakuM  00pa3oM,  4YTOOBI
COXPaHHUTh KOH(PHUICHIUAILHOCTh JIFO00H
coJlieprKarienics B HIX HHPOpPMaIny.

7.10. MHcnonp3oBaHue MOKYMEHTOB, KOTOPBIC
MoAJIekKaT YHUUTOXECHUIO, TUTSt

XO3SHMCTBEHHBIX HYX]I 3aIIPEIICHO.

7.11.  YHUYTOXKEHHE TMEpPCOHATBHBIX JaHHBIX

OCYHICCTBIIACTCA B COOTBCTCTBHUU (¢

MOPSAKOM,  yCTaHOBJGHHbIM  [Ipukazom
Pockomuamzopa or 28.10.2022 N 179 «O6
YTBEPKICHUU TpeboBanuit K
MOJTBEPXKICHUIO YHUYTOKEHUS
MIEPCOHABHBIX TAHHBIX).

7.12.  Ilpm YHUUTOXKEHUU MEePCOHAIIbHBIX
JIAHHBIX COCTAaBJISCTCI AaKT C YKa3aHHeM
JOKYMEHTOB, WHBIX MaTepUaTbHBIX
HOCHTEeNle ®  (WIM)  CBEACHWHA B

WH(GOPMAITMOHHBIX CHCTEMaX, COJIEPIKAIINX

MIEPCOHANILHBIC JaHHBIC, KOTOPBIC MOJICkKAT

YHUUYTOKEHUIO.
7.13. IlepcoHaibHBIE MaHHBIE Ha OyMaKHBIX
HOCHUTEIISIX ~ MOTYT  YHUYTOXAThCA  C
WCTIONB30BaHueM Ipenepa. llepcoHanbHble
JaHHBIE HAa  JJEKTPOHHBIX  HOCHTEISIX
VHUYTOXKAIOTCS ~ MYyTeM  MEXaHUYECKOTO
HAapyIIeHHUsT LEJIOCTHOCTH HOCUTENs, He
MO3BOJIOIICTO CHHUTATh WJIN BOCCTAHOBUTH
MEPCOHANLHBIC JIaHHBIC, a TaKXKe IIyTeM
yAaleHus  JaHHBIX  C  DJIGKTPOHHBIX
HOCUTENIe  METOJlaMu M CpeJCTBaMH
TapaHTUPOBAHHOTO YJAJIEHUS OCTATOYHOM
UHPOPMALIUH.
7.14. HemocpencTBEHHO TIOCIEC YHHUYTOXKCHHS
MEPCOHANBHBIX JIAHHBIX 0QOPMITSIETCS aKT 00
WX YHUYTOKEHUH.

8. TIPABA CYBBEKTA
HEPCOHAJIBHBIX TAHHBIX

8.1.CyObeKT TepcoHaNbHBIX MAaHHBIX HMEET
npaB0 Ha  [ONy4YeHHe  HH(OpMAaIHY,
KacaroIieics o0paboTKH ero mepcoHaIbHBIX
JIAHHBIX, B TOM YHCJIE COJCPIKAILCH:

7.9. Documentation should be destroyed in such a
way as to preserve the confidentiality of any
information contained therein.

7.10. The use of documents that are subject to

destroy for economic needs is prohibited.

7.11. Personal data should be destroyed in
accordance with the procedure established by
Order of Roskomnadzor No. 179 “On Approval
of the Requirements for Confirmation of
Personal Data Destroy” dated October 28,

2022.

7.12.  When personal data is destroyed, an act is
compiled indicating documents, other tangible
media and (or) information in information
systems containing personal data that are

subject to destroy.

7.13. Personal data in hard copies may be
destroyed using a shredding machine. Personal
data on electronic media is destroyed by
mechanical violation of the medium integrity
not allowing for reading or restoration of the
personal data, as well as by deleting data from
electronic media by methods and means for

guaranteed removal of residual information.

7.14. Immediately after personal data destroy, a

destroy act shall be compiled.

8. RIGHTS
SUBJECT

OF A PERSONAL DATA

8.1. A personal data subject is entitled to receive
information regarding processing of their
personal data including data containing:
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MTOATBEPKICHUS (hakra 00paboTku
MEPCOHANBHBIX TaHHBIX OOIIECTBOM;

IMPpaBOBBIC OCHOBAaHUA U 1CJIU O6pa6OTKI/I
IEPCOHAIIBHBIX TaHHBIX;

[ENTH U TIPUMEHSEMBIE OTIEPATOPOM CIIOCOOBI
00pabOTKU MEPCOHANBHBIX JaHHBIX;

HaMMEHOBAaHME M  MECTO  HaXOXKJEHUS
omeparopa, CBEIACHUS O JHIAX KOTOPHIE
UMEIOT JOCTYI K TNEPCOHANbHBIM JTaHHBIM
WIH KOTOPBIM MOTYT OBITh PACKPBITHI
MEPCOHANLHBIC  JTAaHHBIE HAa  OCHOBAaHUH
nmoroBopa ¢ OOIIECTBOM WM HA OCHOBaHUHU
O®enepanpHoro 3akoHa N 152-03 «O
MEPCOHANBLHBIX JaHHBIX ),

oOpabaTriBacMbIe IIEPCOHANLHBIC JTaHHBIC,
OTHOCSIIUECS K COOTBETCTBYIOIIEMY
CyOBEKTY TIEPCOHAIBHBIX JAHHBIX, UCTOYHHUK
WX TIONly4eHHUs, €eCIM HWHOW MOPAIOK
MIPEJICTABICHUS TaKUX JTAaHHBIX HE
npeaycMoTpen denepanbHbiM 3aKOHOM N
152-®3 «O nepcoHANBHBIX TaHHBIX);

Cpoku 00pabOTKH MEPCOHANBHBIX JAHHBIX, B
TOM YHCIIC CPOKHU UX XPAHCHUS;

MOPSAIOK OCYIIIECTBIICHUS cyOBeKTOM
MEPCOHATBHBIX JTAHHBIX mpas,
peaycMOTpeHHBIX DefiepanbHbIM 3aKOHOM;

uHpOpMAIIO0 00 OCYIICCTBICHHON W O
MpeJnoiaraeMol TpaHCTpaHUYHOMN Tepeiayue
JTAHHBIX;

HAUMCHOBaHWE WM  (QaMuinuro, UM,
OTYECTBO W aJIpec JIHIA, OCYIIECTBIISFOIIETO
00paboOTKy TIePCOHANBHBIX JAHHBIX 10
MOPYYEHUIO oreparopa, eciim o0paboTka
nopy4deHa wWid OyJeT TMopydYeHa TaKoMy
nuiy;

WHBIC CBEICHHUA, MpeyCMOTPEHHBIE
®enepanbHpiM - 3akoHOM N 152-03  «O
HNEPCOHAIBHBIX  JTAHHBIX» WM  JPYTUMH
®enepalbHBIMH 3aKOHAMU.

Ceenenus

MpeaAOCTABIIAIOTCA Cy@beKTy

confirmation of the fact of personal data
processing by the Company;

legal grounds and purposes of personal data
processing;

purposes and methods of personal data
processing used by the operator;

name and location of the operator, information
about persons who have access to personal data
or to who personal data may be disclosed on the
basis of an agreement with the Company or on
the basis of Federal Law No. 152-FZ “On
Personal Data”;

processed personal data related to the respective
personal data subject, data source, unless
another procedure for the submission of such
data is established by Federal Law No. 152-FZ
“On Personal Data”;

periods of personal data processing, including
storage periods;

procedure for exercise of rights established by
the Federal Law by the personal data subject;

information about an enacted or expected cross-
border data transfer;

corporate name or full name and address of the
person that performs processing of personal
data under instructions of the operator, if the
processing was or will be assigned to such a
person;

other information established by the Federal
Law No. 152-FZ “On Personal Data” or other
federal laws.

Information is provided to the personal data
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8.2.

8.3.

8.3.

8.4.

MEPCOHATBHBIX JTAHHBIX WIH ero
OpPEACTABUTENI0 10 €ro 3ampocy Jubo
obOpamenun k Omeparopy WIM B HHBIX
CITyJasiX, yCTAHOBJICHHBIX 3aKOHOM.

3anpoc J0MKEH COACPKaTh:

HOMEp OCHOBHOT'O JIOKyMEHTA,
YAOCTOBEPSIONIETO  JIMYHOCTh  CyOBeKTa
MEPCOHATBHBIX JTAHHBIX WA ero

NpE/ICTABUTENS, CBEACHUS O JaTe BBIAAYH
YKa3aHHOTO JIOKYMEHTa W BBIJABIIEM €ro
oprasxe;

CBEJICHUS,  TMOATBEPXKIAIOIINE  ydacTHE
CyObeKkTa  MEPCOHANBHBIX  JAaHHBIX B
OTHOIICHUSAX C  omepatopoM  (HOMep
JIOTOBOpa, Jiara 3aKIIOYCHHUs JIOTOBODPA,

YCIIOBHOE CIIOBECHOE O0O3HauYeHHE U (WIIN)
WHBIE CBEACHUS), JMOO CBEACHUS, HHBIM
obpa3zom noaTBepxkaatonue Gakt 00padoTKH
NEepCOHANBHBIX JaHHBIX OOIIECTBOM;

INOAIHNCH Cy6’beKTa NEPCOHAJIIBHBIX JaHHBIX
HJIN €TI0 NPEACTAaBUTCIIA.

CyOBeKT TepCOHATBHBIX JaHHBIX BIIpaBE
TpeOOBaTh YTOUYHCHHSI WM HCIPABJICHUS
JIAHHBIX.

CyOBeKT TEepCOHATBHBIX JaHHBIX BIIPaBE
TpeOOBaTh OT OIEpaTropa YTOYHCHHS €ro
MEPCOHABLHBIX JTAHHBIX, UX OJIOKUPOBAHUSI

I YHUYTOXCHUA B ciiydac, €CJIn
NEPCOHAIBHBIC JaHHBIC SBIIAIOTCA
HCIIOJIHBIMH, YCTApPCBUIMMHU, HCTOYHLIMU,

HE3aKOHHO ITOJIYYE€HHBIMU WJIM HE ABJIAIOTCA
HEOOXOOMMBIMHA  JUIS  3asBJICHHOW  I€JIU
00paboTKwu.

[IpaBo monmy4ars wHMDOPMANHUIO CYOBEKTaAMU
MEPCOHABHBIX TaHHBIX.

B memsx coOmomeHus MpemxycMOTPEHHBIX
3aKOHOM TpaB CYOBEKTOB TNEPCOHAIBHBIX
MaHHbeIX, OOIIecTBOM OpPraHW30BaH IMPUEM
MUCHPMEHHBIX ~ 3alpOCOB W TpeOOBaHUH,
3JICKTPOHHBIX 3aIPOCOB M TPEOOBAHUM.

Ha o0)KasloBaHMUE.

IIpaBo CyOBekT

8.2.

8.3.

subject or their representative at the request, or
when contacting the Operator, or in other cases
established by law.

The request must contain:

number of the main document of identification
of the personal data subject or their
representative, information about date of issue
of the mentioned document and the body that
issued it;

information confirming relationship between
the personal data subject and operator (contract
number, date of contract conclusion, designated
verbal mark and (or) other information), or
information otherwise confirming the fact of
personal data processing by the Company;

signature of the personal data subject or their
representative.

The personal data subject is entitled to request
data clarification or correction.

The personal data subject is entitled to demand
the operator to clarify, destroy or block their
personal data, if it is incomplete, out of date,
inaccurate, obtained illegally or if unnecessary
for the claimed processing purpose.

Right of personal data subjects to receive
information.

In order to respect the rights of personal data
subjects established by law, the Company has
arranged receipt of written requests and claims,
electronic requests and claims.

8.4. Right to appeal. A personal data subject is
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9.1.

IEPCOHAIBHBIX JaHHBIX BIpaBe 00XKajJoBaTh
neiictBusi wnu Oesgeticteue Ormepatopa B
co0TBeTCTBUH ¢ DeepaabHbBIM 3aKOHOM.

9. IIPABA n
OIIEPATOPA

OBA3AHHOCTHU

Omneparop 00s3aH:

OCYILECTBIISITh BHYTPEHHMH KOHTpPOJIb 3a
co0ITI0TICHUEM ero paboTHUKaMU
3akoHoAarenbeTBa Poccuiickoit denepaunn
O TEpPCOHANBHBIX JaHHBIX, B TOM 4YHCIIE,

TpeOOBaHWII K  3alllUTe TEPCOHATBHBIX
JTAHHBIX;
JIOBOJUTh  JI0  CBEIEHUS  pPabOTHUKOB

MOJIOKEHUs1  3aKoHojatenbcTBa PO o
MEPCOHANBHBIX JIaHHBIX, JIOKAIBHBIX aKTOB
Mo BompocaM 00pabOTKH TEPCOHAIBHBIX

JaHHBIX, TpeOoBaHMiA K 3almMTe
HEPCOHATBHBIX JIaHHBIX;

OpraHu30BbIBaTH MpHEM U 00paboTKy
oOpamieHuii W 3ampocoB  CyOBEKTOB
HIePCOHATBHBIX JTAHHBIX WIIN ux
MpeJICTaBUTENEH;

npu OCYILIECTBIICHUU XpaHEeHUs

IEPCOHAIBHBIX JAHHBIX HCIIOJIb30BaTh 0a3bl
JaHHBIX, HAaxOIsIIMecs Ha TEPPUTOPUU
Poccuiickoit ®@enepanny, B COOTBETCTBHU C
®enepanbHbIM 3aKOHOM «O HEPCOHATBHBIX
JaHHBIX»;

B CPOK, HE MPEBBINIANUN ceMu pabodnx
JHEH CO IHSA TPEeNOCTaBICHUS CYOBEKTOM
MEPCOHATBHBIX JTAHHBIX 170131 ero
MpEJICTaBUTEIEM CBEJICHUIA,
MOATBEPXKIAIOUIUX, UYTO  IMEPCOHAIbHbBIC
JIAaHHBIE SIBIIAIOTCS HETMOIHBIMH, HETOYHBIMHU
U HEAKTYyaJIbHbIMHU, BHOCHTH B HHUX
HEOOXOIMMBIC H3MCHCHUS,

B CPOK, HE MPEBBINIANMUN ceMu pabodnx
IHEH CO IHS TIPENCTaBICHUS CyOBEKTOM
MEPCOHATBHBIX JaHHBIX WA €ero
MpeICTaBUTENIEM CBEJICHHH,
MTOATBEPIKAAIOIITHX, 4TO Takue
MIEPCOHANILHBIC TAHHBIC SBIISTIOTCS HE3aKOHHO
MOJTyYEHHBIMU WA HE SIBIISTFOTCS

entitled to complain against the actions or
inaction of the Operator in accordance with the
federal law.

9. RIGHTS AND OBLIGATIONS OF THE
OPERATOR

9.1.The operator must:

exercise internal control over compliance with
the personal data legislation of the Russian
Federation by its employees, including
requirements on personal data protection;

inform its employees of the provisions of the
personal data legislation of the Russian
Federation, local acts on personal data
processing, requirements for personal data
protection;

arrange receipt and processing of appeals and
requests of personal data subjects or their
representatives;

when storing personal data, use databases
located in the Russian Federation in accordance
with the Federal Law “On Personal Data”;

make necessary modifications in personal data
no later than within seven business days after
submission of information confirming that
personal data is incomplete, inaccurate or
irrelevant by the personal data subject or their
representative;

destroy personal data no later than within seven
business days after submission of information
confirming that personal data is illegally
obtained or unnecessary for the claimed
processing purpose by the personal data subject
or their representative; The operator also must
notify the personal data subject or their
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HEOOXOMMMBIMHM  JUISL  3asIBJICHHOM €I
00paboTKHw, YHUUTOXKATh TaKue
NepcoHaANbHBIC JaHHbIe. Oreparop Takxke
00s13aH YBEIOMUTH CyOBEKTa TIEPCOHATBHBIX
JAHHBIX WM  €ro  MPEACTaBUTEIS O
BHECEHHBIX HW3MCHEHUSIX W HPEAIPUHATHIX
Mepax M IPHHATh Pa3yMHbIC MEpPbI IS
YBEAOMJICHHS ~ TPEThUX  JIMI, KOTOPBIM
MEPCOHANILHBIC JIaHHBIE 3TOTO CyOBEeKTa
OBLIM TIepPEIaHbL;

- pa3bsICHHUTH CYyOBEKTy  TIEPCOHAIBHBIX
JAHHBIX TIOPSJIOK TPHHATHS pEIICHUsS Ha
OCHOBaHUHU HCKITIOYUTETHHO
ABTOMATHU3UPOBAHHOM 00paboTKHu ero
NEePCOHANBHBIX  JaHHBIX W  BO3MOXKHBIC
IOPUTUYCCKHUEC MOCJEACTBUS TaKoTro
pellieHus,  TPEAOCTaBUTh  BO3MOXHOCTB
3asBUTH BO3pa’XCHHUE IIPOTHUB TaKoro
pellieHHsI, a TakXe pa3bICHUTh TOPSIOK
3al[UThl CyOBEKTOM TMEPCOHATBHBIX JAaHHBIX
CBOUX TPaB ¥ 3aKOHHBIX HHTEPECOB;

- OCYIIECTBISTH WHBIE 0053aHHOCTH,
MIPeTyCMOTPEHHBIC 3aKOHOIATEILCTBOM PD.
9.2. Omnepatop BIpase:

- nepeaaBaTtb NMEPCOHAIBHBIC JAHHBIC OpraHamM

JIO3HAHUS u CIICJCTBHS, HHBIM
YHOTHOMOYEHHBIM OpPraHaM 10 OCHOBaHUSM,
MIPEeTyCMOTPECHHBIM JEHCTBYIONTUM
3aKOHOJATEILCTBOM Poccuiickoi
®denepanuu.

-  TPUHUMATH pereHus, TTOPOK TAFOIIIHE
IOPUIUICCKUAE TIOCTIEACTBUS B OTHOIICHUHU
CcyOBeKTa TMEpPCOHANBHBIX  JaHHBIX, Ha
OCHOBaHHUH HCKJIFOYUTEIHLHO
ABTOMAaTHU3UPOBAHHOM 00paboTKu ero

MNEPCOHAJIBHBIX JAaHHBIX MPW HAJIU4YHUU CTO
INHUCHbMCHHOI'O COTJIaCHA.

- OCYIIECTBIISTH HAHBIE paga,
MpeayCMOTPEHHBIE JEHCTBYIOLIUM
3aKOHOAATENLCTBOM PD.

10. 3AIIPOCHI, IIPETEH3UNA u

KOPPEKTUPYIOIIUE MEPbI

10.1. B cayyasx:

9.2.

10.1.

representative of modifications made and
measures taken, and take reasonable measures
to notify third parties to whom the personal data
of this subject has been transferred;

explain to the personal data subject the
procedure for decision making based solely on
automated processing of their personal data and
possible legal consequences of this decision,
provide an opportunity to object to this
decision, as well as explain to the personal data
subject the procedure for protecting their rights
and legitimate interests;

fulfill other obligations established by the
Russian Federation legislation.

The operator has the right to:

transfer personal data to inquiry and
investigation  agencies, other authorized
agencies on the grounds established by the
effective legislation of the Russian Federation;

make decisions generating legal consequences
with respect to the personal data subject, based
solely on automated processing of their
personal data with their written consent;

exercise other rights established by the effective
legislation of the Russian Federation.

10. REQUESTS, CLAIMS
CORRECTIVE MEASURES

AND

When:
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BBEISBIICHUS  HENPABOMEPHOW  00pabOTKH
MEPCOHANBLHBIX JaHHBIX OmepaTopoM HIH
JUIOM, JCHUCTBYIOIIUM TI0 TOPYYSHUIO
Ormepatopa;
BBISIBIICHHST ~ HETOYHBIX
JIAHHBIX;

NEPCOHAIBHBIX

JIOCTYDKECHHS 1etieit 00paboTKH;

OT3bIBa CYOBEKTOM MEPCOHAIBHBIX ITAHHBIX
coryacus Ha oOpabotky OOmiecTBo 00s3aHO
NPENNPUHATh TpeOyeMble 3aKOHOM MepHl,
BKJTIOYAs O10KMpOBaHueE, YTOYHEHHE,
ylaJleHHe  JaHHBIX B  YCTaHOBJICHHBIC
denepanabHBIM 3aKOHOM CPOKH, €CJIM HHOE HE
MPEyCMOTPEHO 3aKOHOIaTENLCTBOM PD.

B cooTBeTcTBHM € 3aKOHOAATEIHCTBOM
Poccuiickoit ~ denepanuu 0 3amuTe
NEePCOHAIBHBIX JAHHBIX CyOBeKT
MEPCOHANBHBIX  JAHHBIX WMEET  IPaBo
HNOJAy4YuTh HMHPOpManuio 00 00paboTke
NEPCOHANBHBIX JaHHBIX, HAIPABUTH 3aIlpoc
WA TPEOOBAHUSA TI0 CIEIYIOIINM aIpecam:

Jlnst anmexTpoHHBIX oOpatenuit: info.ru@leo-
pharma.com

Hns obpamenunit B oduc: 125315, ropox
Mockga, JICHHHTpaJACKUH MPOCTIEKT, TOM 72,
KopIyc 2

illegal processing of personal data by the
Operator or a person acting on behalf of the
Operator is detected;

inaccurate personal data is identified;

the processing purpose is achieved;

the personal data subject withdraws the consent
to processing, the Company must take measures
required by law, including blocking, clarifying,
deleting data within time periods established by
Federal Law, unless otherwise provided by the
Russian Federation legislation.

In accordance with the legislation of the
Russian Federation on personal data protection,
the personal data subject is entitled to receive
information about personal data processing,
send a request or claims to the following
addresses:

For  electronic  requests: info.ru@leo-
pharma.com
Office contacts: 125315, Moscow,

Leningradsky avenue, building 72, block 2
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